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1. INTRODUCTlON 

I .  In this Order. the Commission responds 10 the practice of "pretexting"' by strengthenin_p OUT 

rules to protect the privacy of customel- proprietary network information (CPNI) '  that is collected and 
held hv providers of communications services (hereinafter. communications carriers 01- carriers).? Section 
222 
CPNl  is adequately protected from unauthorized disclosure.4 Today. we s t r e n ~ t h e n  OUI- privacy rules by 
adopting additional safeguards to proteci customers' CPNl  against unauthorized access and disclosure. 

the Communications Act requires telecommunications carriers to take specific steps to ensure that 

2. O u r  Order i s  directly responsive to the actions of data brokers. or pretexrers. to obtain 
unauthorized access to CPNI. As the Electi-onic Privacy Information Center (EPIC) pointed out in its 

As used in this Order. "pretextine" i s  the practice of pretending to be a particular customer or other authorized 
person in order to obtain access to that customer's call detail or other private communications records. Indeed, 
Congress has responded to the problem by making pretexting a criminal offense subject to tines and imprisonment. 
Telephone Records and Privacy Protection Act of 2006. Pub. L. No. 109-476. 120 Stat. 3568 (2007) (codified at 18 
U.S.C. 8 1039). 

' CPNI includes personally identifiable information derived from a customer's relationship with a provider of 
communications services. Section 222 of the Communications Act of 1934. as amended (Communications Act. or 
Act). establishes a duty of every telecommunications carrier to protect the confidentiality of its customers' CPNI. 
47 U.S.C. 8 222. Section 222 was added to the Communications Act by the Telecommunications Act of 1996. 
Telecommunications Act of 1996. Pub. L. No. 104- 104. 1 I O  Stat. 56 (codified at 47 U.S.C. $5 15 I el seq.). 

' This Order also extends the CPNl requirements to interconnected VolP service providers. See inpa Section 1V.F. 
As used in this Order. the terms "communications carriers'' and "carriers" refer to telecommunications carriers and 
providers of interconnected VoIP service. 

a Prior to the I996 Act. the Commission had established CPNl requirements applicable to the enhanced services 
operations of AT&T. the Bell Operating Companies (BOCs). and GTE. and the customer premises equipment (CPE) 
operations of AT&T and the BOCs. in the Computer II.  Computer 111. GTE Open Network Architecture (ONA). and 
BOC CPE Relief' proceedinfa. See lnii~i(,iii~,ii~flri,),i 01 i/ir T~lrtoi,eiiiiiiirnrio,ls A 0  
Cori-ier.~ ' LLTC o/ Ciis~oi i i~i-  Propi-ic,roi:v Nrrnv,rk li!foi-iiiorioii orid Orhri- CIISIOIIIPI- 11!~,wii1171ioii oiid l ~ ~ ~ ~ ~ l ~ ~ i i ~ r ~ ~ ~ l f l ~ ~ ~ ~ ~ i  

o/ N ( ~ i i - A ( ~ ( ~ ( i i i i 1 1 i i i ~  Sqfrgruii./\ ( I f  S P ( I ~ O I I S  2 i l  o i ~ d  272 r!/ r l ir  C ~ ~ ~ ~ i ~ i i i i i i I ~ f l r i ~ ~ i i . ~  A ( . I  (!I /Y.?4. 0.1 ~ i i i i w d ~ d .  C c  
llni.ket Nrn .  Yh-I I and Yh-139. Second rep or^ ;ind Oi~der and Further N,Nice <>1Priyo\ed Rulemaking. 1.3 FCC 
l id S O h l .  SOhS-70. piirii. 5 I 19981 i cP,w O,i/e,~i Idr\it~ihiny ilir Commirsion's i p i ~ i w c , !  p n i t e d i < w  1 1 ~  udidenti : i l  
~ ~ ~ ~ ~ i t i i i i e i  intiiriii;ilioti i n  p1;ii.r prior 10 llir I W 6  .AI.I I .  

I 

1996: Teler.(i ini,~ii i i i~fll i~)ii .~ 
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petition that led to this rulrmakin~ pi-oceeding.’ nunlei-ous wehsites adveilise the sale of personal 
telephone records foi- a price. The\e data brokers have been able to obtain private and personal 
information. including u:hal calk were made lo andlor from a panicular telephone number and the 
duration of such calls, In  m a n y  cases. the data brokers claim to be able to provide this information within 
fairly quick time frames. rangins fi-om a few hours to a few days. The additional privacy safeguards we 
adopt today amill sharply limit pretexters’ ability IO obtain unauthorized access to this type of personal 
customer information from carriers we regulate. We also adopt a Further Notice of Pi-oposed Rulemaking 
seeking comment on what steps the Commission should take. if any. to secui-e funher the privacy of 
customer information. 

11. EXECUTIVE SUMhIARY 

3. As discussed below. we take the following actions to secure CPNI: 

Carrier  Authentication Requirements. We prohibit carriers from releasing call detail 
information to customers during customer-initiated telephone contact except when the customer 
provides a password. If a customer does not piovide a password. we prohibit the release of call 
detail information except by sending it to an address of record or by the carrier calling the customer 
at the telephone of record. We also require carriers to provide mandatory password protection for 
online account access. Howevei-. we permit carriel-s to provide CPNl to customers based 011 in- 
store contact with a valid photo ID. 

Notice to Customer of Account Changes. We requil-e carriers to notify the customer immediately 
when a password. customer response to a back-up means of authentication for lost or forgotten 
passwords. online account. or address of record is created or  changed. 

Notice of Unauthorized Disclosure of CPNI. We establish a notification process for both law 
enforcement and customers in the event of  a CPNI breach. 

Joint Venture and  Independent Contractor Use of CPNl. We modify our rules to require 
carriers to obtain opt-in consent from a customer before disclosing a customer’s CPNl to a carrier’s 
joint venture partners or independent contractors for the purposes of marketing communications- 
related services IO that customer. 

Annual CPNI Certification. We amend the Commission’s rules and require carriers to file with 
the Commission an annual certification, including an explanation of any actions taken against data 
brokers and a summary of all consumer complaints received in the previous year regarding the 
unauthorized release of CPNl. 

CPNl Regulations Applicable to Providers of Interconnected VoIP Service. We extend the 
application of the CPNl rules to providers of interconnected VoIP service. 

Enforcement Proceedings. We iequire carriers to take reasonable measures to discover and 
protect against pretexting. and, in enforcement proceedings. will infer from evidence of 
unauthorized disclosures of CPNl that reasonable precautions were not taken. 
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Business Cuslomers. In limited circumstances. we  permit cailiers to bind themselves 
contractually to authentication refimes other than those adopted in this Order for services they 
pi-ovide to theii- business customers that have a dedicated account I-ept-esentative ;ind contracts that 
specifically address the canirr's protection of CPNl. 

111. BACKGROUND 

A. Sertion 222 and the Commission's CPNl Rules 

4. Sturuwyy Aurhoriry. In  section 222.  Consl-ess created a framework to govern 
telecommunications carriers' protection and use of information obtained by virtue of providins a 
telecommunications service.' The seclioii 222 framework calibrates the protection o f  such information 
from disclosure based on the sensitivity of the information. Thus. section 222 places fewer restrictions on 
the dissemination of information that is not highly sensitive and on information the customer authorizes to 
be released. than on the dissemination of more sensitive information the carrier has sathered about 
panicular customers.' Consress accorded CPNI. the category o f  customer information at issue in this 
Order. the gi-eatest level of protection under this framework. 

' 

" Section 2221aj imposes a general duly on telecommunications carriers to protect the confidentiality of proprielary 
insormation - a duty owed to other carriers. equipment manufacturers. and customers. 47 U.S.C. 8 222la). 
Section 222(b) states that a carrier that receives or obtains proprietary information from other carriers in order to 
pro\,ide 3 teIecoinniuni~'3tions service may only  use such information for that purpine and may not use that 
information for its own markeiing efloits. 47 U.S.C. 5 222lb). Section 2221~)  nullines the confidentiality 
proteclions applicable IO customer iniorm3tion. 47 U.S.C. $ 222(c). Section 222td) delineates certain exceptions 
lo the general principle ofconfidentiality. 47 U.S.C. $ 222ldj. The Commission addressed the scope of section 
222le) in the Subscriber Lisr Injormarion 01-der and Order on Reconsider-arion. Iniplenienrarion ofrhe 
Teleroiirmriizicarioii.~ Arr iq 1996: Telrroiiiiiiririicario,is Carriers ' Use of Cusromer Pi-oprierar:v Neriwrk 
Informarion and Other Cusromer lnfornwrion. lnzplemenration of rhe Local Comperirion Provisions of rlie 
Teleconimunicarions Acr of 1996. Provision of Direcron Lisring Informarion Under rhe Telecommunications Acr 
of 1934. as amended. CC Docket Nos. 96- 115. 96-98. and 99-273. Third Report and Order, Second Order on 
Reconsideration. and Notice of Proposed Rulemaking. 14 FCC Rcd 15550 (1999) (Subscriber Lisr lnfornwrion 
Order). on reconsiderarion. CC Docket No. 96-1 15. Memorandum Opinion and Order on Reconsideration, 19 
FCC Rcd 18439 (2004) (Order on Reconsiderarion). 

The Commission's previous orders in this proceeding have addressed three general categories of customer 
information to which different privacy protections and carrier obligations apply pursuant to section 222: ( I )  
individually identifiable CPNI. (2 )  aggregate customer information. and (3) subscriber list information. See. e.8.. 
CPNl Order. I3  FCC Rcd 8061: Inplenien~arion of rhe Telecommunicarions Acr of 1996: Telecoiiimuiiirarions 
Carriers' Use of Cusromer Proprieran Nerivork Informarion and Orher Cusromer Iilformation. lmplemenrarion of 
rhe Local Comperirion Provisions ofthe Telecominunicarions Acr of 1996. Provision of Direcion Lisring 
Informarion Under rhe Teleconimunicarions Acr of 1934. as amended. CC Docket Nos. 96-1 15.96-98. and 99-273. 
Order on Re.consideration and Petitions for Forbearance. 14 FCC Rcd 14409 (1999) (CPNI Reconsiderarion 
Order): Implemenrarion of rhe Telecommunicarions Acr of 1996: Telecoinmuiiicarions Carriers' Use of Cusromer 
Pi-oprieran Nrr~,ork I~fonizarion a id  Orher Cusromer Information. Implemenrarioii of rhe Local Comperirion 
P~vi~is ior is  of the Telrcommrmicarions Acr of 1996. Proiision of Dii-ecror?. Lisring lnfirnzarion Under rhe 
Telrco~iini~i~iicario~ts Acr of 1934. as amended. CC Docket Nos. 96-1 15.96-98. and 99-273. Clarification Order 
and Second Further Notice of Proposed Rulemakin$. 16 FCC Rcd 165M 12001 I: l~~z~~le~i ie~irario~i  ofrhe 
T i ~ l ~ c o ~ i i ~ ~ i r i ~ i i c t i o ~ i s  Arr qf 1996: Teleciiiiriiii~~i~~aariorls Car-1-ier.s ' Use of C~i.sr~ime~~ PI-opi-i<,rai? Neninrk 
Iifloriiiorioii arid Orhrr- Ci~str~ni~r l i~firi i i iniou (ind l ~ ~ i ~ ~ l ~ ~ ~ i i ~ ~ i r a r i o ~ i  of Non-Arcoiriiring Sq{e,yiro,r/s of Sri.rions 271 
c i r i d  272 r!f rl lr  Cor~irriiriii i~ori~~~i.~ Acr I ! /  1434. ti.\ (imciidvd: ?(MI0 Bicwi in l  RrgiiIort,r\ Ri,i.iiw. - Rn- i en  rrf Policic,.s 
~ i i d  Ri,l(,.i Cwiwruiiig Ufi(iiirliori:ml C1ioiigv.t I ! /  Coiiyiiiiwr.Y. L ) r i p  Dixroiiw C(irri?n. Third Rrport and Order and 
I~hivd Furthrv N o t i e  nIPropixed Ru1riii;iling. CC 1 h . k e 1  Niis. 96.1 15. Yf3- 1.49. ml Oil-257. 17 FCC Kcd l lS6(1 
120112 1 ( 7 l i i i l l  R w o n  ( i i i d  OrdvI-i. 

7 



I-c*deral Communications Commission FCC 07-22 

5 .  CPNl is defined :I, "I).) information that i-elalrs to die quanlily. technical configuration. type. 
destinalion. location. and :~iiioum 01- use of a lelecominunications service subscribed to by any customel- 
of a IelecoIiiIiiuliications cai-i-ier. and illat is made available lo the calrier by the customer solely by vinue 
of the carrier-customer relationship: and (B) information contained ill  the bills penainin? to telepholle 
exchange service or telephone toll service received by a customer of a carrier.''8 Practically speaking, 
CPN inc\udes information such as [he phone numbers ca\\ed by a conwner. the frequency. duration, and 
timins of such calls: and a n y  services purchased by the consumer. such as call waiting. CPNl therefore 
includes some highly-sensitive personal infnl-matinn. 

6. Section 222 reflects the balance Congress sought to achieve between giving each customer 
ready access lo his or her ow1 CPNI. and pl-olecting customers fi-om unauthorized use or disclosure of 
CPNI. Every telecommunications carriel- has a gene!-al duty pursuant to section 222(a) to protect the 
confidentiality of CPNI.' In addition. section 222(c)(l) pi-ovides that a carrier may only use. disclose. or 
permit access to customers' CPNl in limited circumstances: ( I )  as required by law;" (2) with the 
customer's approval: or (3) in its provision of the telecoinnlunications service from which such 
information is derived. or services necessary to or used in the provision of such telecommunications 
service." Section 222 also guai-antees that customers have a rizht to obtain access to. and compel 
disclosure of. their own CPNI." Specifically. pursuant to section 222(c ) (2 ) .  every telecommunications 
carrier must disclose CPNl "upon affirmative written request by the customer. to any person designated 
by the custonier."Ii 

7. Eristiiig Safeguords. On February 26, 1998. the Commission Ireleased the CPNI Order in 
which i t  adopted a sec of !rule\ implement in^ section 222. The Commission's CPNl rules have been 
amended from time to time since the CPNI Order. primarily it1 respects that do not directly impact the 
issues raised in this 01-der. Hei-e. we focus on the substance of the Commission's rules most relevanl to 
this Order. and briefly review Ihe history of the creation of those rules only lo the extent necessai-y to 
provide appropriate context for the actions we take today." 

14 

8. In the CPNl Order and subsequent orders, the Commission promulgated rules implementing 
the express statutory obligations of section 222. Included among the Commission's CPNl regulations 
implementing the express statutory obligations of section 222 are requirements outlining the extent to 
which section 222 permits carriers to use CPNl to render the telecommunications service from which the 

847 U.S.C. 8 222(h)(l). 

47 u.S.C. 5 222(a) 
lo See. e.g. Implenwmzfon of I I I P  TeIeconuxunicuIions Arr 011996: Teleconiniunicarions Carriers ' Use of 
Cusromei- Proprieran Netw,ork Informarion and Orher Cusronler Informarion. CC Docket No. 96-1 15. Declaratory 
Ruling. 21 FCC Rcd 9990 (2006) (clarifying that section 222 does not prevent a telecommunications carrier from 
complying with the obligation in 42 U.S.C. g I3032 to repon violations of specific federal statutes relating to child 
pornography). 

I' 47 U.S.C. 0 222(c)(l). Subsequent to the adoption of section 222(c)(l). Congress added section 222(D. Section 
222(f) provides that for purposes of section 222(c)( I ). without the "express prior authorization" of the customer. a 
customer shall not he considered to have approved the use or disclosure of or access 10 ( I )  call location 
information concei-ning the user oia commercial mohile senice or ( 2 )  autnmatic crash notification information of 
any person other than for use in the operation of an automalic crash nolification syslem. 47 U.S.C. $ 222(1) .  

"See  CPNl OrdPr-. 13 FCC Rcd at 8101-02. para. Si. 
47 U.S.C. 5 2221C)(?J 

" S r i  CPNI Oi-der. 13 FCC Rcd XlhI 

The C<uiinii\\ion s u n i n i ~ i r i z ~ l  Ihr lhistor! lhr CPNl pnhw'lin; i n  llir 7 7 i i r ~ i  R c p o n  i i n r l  Ordv~. .  S w  TIri,d !. 

K<,poi.~ r i i i ( i  O,.,ici.. I 7  I-CC I l i c l  :II l 4S fT3 -72 .  1i:ilii. 5-25  
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CPNl was derived.'" Beyond such use. the Commission's rules require can-iei-s to obtain n custonier's 
knowins conxwt  hefoi-e usin? 01- disclosine CPNI. A s  most relevant to this Order. under the 
Commission's exist ins 1-ules. teleconimunicalions can-iel-s must receive opt-OUI consent hefolr disclosing 
CPNl to joint venture palmers and independent conti-actors for the purposes of marketing 
communications-related services to cusiomers." Consistent with section 222(c)(2): the Commission's 
rules recognize that a carrier must comply with the express desire of a customer seeking the disclosure of 
his or  her CPNI.'8 

9. In addition to adopting restrictions 011 the use and disclosure of CPNI. the Commission in the 
CPNl Order also adopted a set of rules designed to ensure that telecommunications carriers establish 
effective safeguards to protect against unaulhorized use or  disclosui-e of CPN1.I9 Among these safeguards 
are rules that require carriers to design their customer service records in such a way that the status of a 
customer's CPNl  approval can be clearly established." T h e  Commission also irequires 
telecommunications carriers to train their personnel as to when they are and are not authorized to use 
CPNI. and requires carriers to have an express disciplinary process in place." T h e  Commission's 
safeguard rules also require carriers to maintain irecords that track access to custonier CPNl  records. 
Specifically. section 63.2009(c) of the Commission's rules requires carriei-s to "maintain a record of all 
instances where CPNl  was disclosed or provided lo third parties. or where third parties were allowed 
access to CPNI." and Io maintain such record? for a period of at least one year." The  Commission's 
safeguard rules also require the establishment of a supervisory review process fo r  outbound marketing 

As the Commission discussed in the CPNl Ordrr-. "the language of section 222(c)( I ) (A)  and (B)  reflecls Ih 

Congress' judgmenl that customer appro\'al for carriers to use. disclose. and permit accesb t o  CPNl can he inlerred 
in the conlext of an existing cuslomer-carrier relationship. This is so because the customer is aware that its carrier 
has access to CPNI. and. through subscription to the carrier's service. has implicitly approved the carrier's use of 
CPNl within that existing relationship." CPNl Order. 13 FCC Rcd at 8080. para. 23 (introducing the "lotal service 
approach" to define the boundaries of a customer's implied consent concerning use of CPNI): see also 47 C.F.R. 
8 64.2005(a). 

I' 47 C.F.R. 8 64.2007(b): but see infra Section 1V.D. (modifying this disclosure requirement to require customer 
opt-in consent). A customer is deemed to have provided "opt-oul approval" if that customer has been given 
appropriate notification of the carrier's request for consent consistent with the Commission's rules and the customer 
has failed to object to such use or disclosure within the waiting period described in section 64.2008(d)(l) of the 
Commission's rules. a minimum of 30 days. 47 C.F.R. 5 64.2003(i): see also 47 C.F.R. 5 64.2008(d)(l). Under the 
Commission's rules. carriers must also receive a customer's opt-out approval before intra-company use of CPNl 
beyond the total service approach. 47 U.S.C. 0 64.2005(a). (b). Except as required by law. carriers may no1 disclose 
CPNl to third parties. or 10 their own affiliates that do not provide communications-related services. unless the 
consumer has given opt-in consent. which is express witten. oral. or electronic consent. 41  C.F.R. 55 64.2005(b). 
64.2007(b)(3). 64.2008(e); see also 47 C.F.R. 5 64.2003(h) (defining "opt-in approval"). 

47 U.S.C. 5 222(c)(2): see also. e.8.. CPNl 0,-der. I3 FCC Rcd a1 8101-02. para. 53: 47 C.F.R. 5 2005(b)(3) 
(prohihiling the disclosure of CPNl wilhoul opt-in consent except as permitted by section 222 of the Act or the 
Commission's rules). 

IS 

See CPNl Order. 1.3 FCC Rcd 81 8195. para. 19; I 'I 

''I 47 C.F.R. 6 h4.2009(al: src olso CPNl Or-&I. I 3  FCC Rcd at 8 198. para. I9X 

17 C.F.R. $ h4.?009tb): .sw dso CPNI O r h r .  13 FCC Rcd at X19X. para. 198 
1, 

--  4 1  C.F.R. 8 64,2O( lY(~~]:  .SWO/.SO CPMI OI<~PI.. 1.7 FCC 1ii.d ill 819X-YY. 11aIi1. 19% 

(7 
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>; c:impaipns: Finally. the Commission requires each carrier to certify annually iregarding its compliance 
u ith the caii-irr's CPNl irrquii-rmcnts and to make this cel-tiiication publicly available: 34 

B. IP-Enabled Senices Notice 

I O .  On March IO. 2004. the Commission initiated a proceeding to examine issues relating IO 
Internet P~-otocol (Pj-enabled sei-vices - services and applications making use of lP. including. but not 
limited to VolP sei-vices?' In the IP-Enahled Norice. the Commission souzht comment on. among other 
things. whether to extend the C P N  i-equiremenls to any provider of VolP 01- other P-enabled services." 

C. EPIC CPAV Nolice 

I I .  On August 30. 2005. EPIC filed a petition wi th  the Commission asking the Commission to 
investigate telecommunications can-iers' current security practices and to initiate a rulemaking proceeding 
10 consider establishing mow stringent security standards for telecommunications carriers to govern the 
disclosure of CPNI." In particular, EPIC proposed that the Commission consider 1-equiring the use of 
consumer-set passwoi-ds. creatinp audit trails. employ in^ encryption. limiting data retention. and 
improving notice procedui-es.'8 On February 14.2006. the Commission released the EPIC CPNI Notice. 
in which it sought comment on (a) the nature and scope of the problem identified by EPIC. including 
pretextin% and (b)  what additional steps. if any. the Commission should take to protect further the privacy 
of CPNI." Specifically. the Commission sought comment on the five EPIC proposals listed above. In 
addition. the Commission tentatively concluded that it should amend its rules lo require carriers annually 
to file their section 64.2009(e) cenifications with the Commission." It also sought comment on whether 
i t  should require carriers to ohtain a custoniei-'s opt-in consent before the cai-1-ier shares CPNl with its 
joint venture partners and independent contractors: ulhether to impose rules relating to how camiei-s verify 
customers' identities: whether to adopt a set of security requii-ements that could be used as the basis for 
liability if a can-ier failed to implement such requirements. 01- adopt a set of security requirements that a 
carrier could implement to exempt itself from liability: whether VoIP service providers or other IF- 
enabled service providers should he covered by any new rules the Commission adopts in the present 
rulemaking; and other specific proposals that might increase the protection of CPNI. 

'' 47 C.F.R. 5 64.2CQ9(d): see also CPNl Order. 13 FCC Rcd at 8199. para. 200 

'' 47 C.F.R. 5 64.2009(e): see also C f N /  Reconsiderorion Order. 14 FCC Rcd at 14468 n.331 (clarifying that 
carriers must "make these certifications available for public inspection. copying andlor printing at any time during 
regular business hours at a centrally located business office of the carrier"). The Commission's rules also require 
carriers to notify the Commission in writing within five business days of any instance in which the opt-out 
mechanisms did not work properly. to such a degree that consumers' inability 10 opt-out is more than an anomaly. 
47 C.F.R. 5 64.2009(f): see Third Reporr and Or-der-. 17 FCC Rcd at 14910-1 I. paras. 114.15 (adopting such 
requirement). 

See If-Embled Semices. WC Docket No. 04-36. Notice of Proposed Rulemaking. 19 FCC Rcd 4863 (2004) 
(If  -Enabled Services Norice). 

"' IP-Enabled Seri,ices Norire. I9 FCC Rcd at 4910. para. 7 I 

"See EPIC Petition 

"See id. 

Inil~l~,~i(,ii i~i;,,ii o/ ihr ,  T~, l~~~, i , i , i i i , i i ;~~, i ; ,~ i i .~  nf I YYh: T~,l~,i.,,,iiiiiii,ii[flrinii.~ Ciii-~i~r-s ' Uce of Clrsronier 3" 

Pi-iipriomi;v Nrninrk  I i ! fon i in r io , i  orid Orlrcr- C i i .~ ro iwr  li!(orui<iii,,ii: Pvririoirfor Rir/o,ir,iLi,ig IO E~il111i1w .S?ci~r;i~ 
,,rid Ai,ili i,i i l i(,(iii,,ii Su,iidnnl\- {w ,4< ,,.u io C i ~ ~ i ~ m i w  p r o / i i ~ i ~ , i , i , ~ ~  ;'v?iiwrL l ! ~ ( o r i i i o i i o i i .  CC Docket Nil. 96- I 1. 
No1iL.e i,tPri,pined Rulcm;ihing. 21 ITC Rcd 1782 l?OIK?l I/:/'/< l'/?Ul  ilk ('or , \ !nrir,PJ. 

" .sa. i d  i l l  179'. pillLl. 2'1 
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I\) .  DISCUSSION 

12. I n  this Ordei-. we adopt necessary pi-otections put forward by EPIC to ensure the privacy of 
CPNI. The carriers' i-ecord on protect ins CPNl demonstrates that the Commission must take additional 
steps to protect customers from carriers that have failed to adequately protect CPNI." The Attorneys 
General of dozens of states cite numerous suits by telecommunications carriers seeking IO enjoin 
pretexting activities - a clear indication that pretexters have been successful at gaining unauthorized 
access to CPNI." Cingular." Sprint.'4 T-Mobile." Verizon Wireless3b and other companies have sued 

For example. the Enforcement Bureau issued Notices o f  Apparent Liahility againsl Cheyond Communications. 
LLC. Alltel Corporation. and AT&T for each failing to certify that they had established operatin: procedures 
adequate to ensure compliance with the Commission's rules governing the protection and use of CPNI. Cbeyond 
Coinmrriiicorioris. LLC. Notice of Apparent Liahility for Forfeiture. 2 1 FCC Rcd 4316 ( 2 0 0 6 ) :  Allrel CoJporarion. 
Notice of Apparent Liability far Forfeiture. 21  FLC Rcd 746 (2006):AT&T. Inc.. Notice of Apparent Liability for 
Forfeiture. 21 FCC Rcd 751 (2006). Additionally. AT&T recently notified the Commission that it failed to send its 
CPNl "opt-out" notice to I .2 million customers resulting in the marketing to customers who may have otherwise 
npted out. Scr  Letter tiom Davida M. Grant. Senior Counsel. AT&T Inc.. lo Marlene H. Dortch. Secretary. FCC. 
CC Docket No. 96-1 15 (filed Nov. 3. 2006) (AT&T CPNl Notification). Recent investigations by law enforcement 
authorities. including the Chicago Police Depanment and Federal Bureau of Investigation (FBI). have documented 
the ed$e with whish a part). uithnul proper authorization. ma). obtain the confiden~ial calling recrwds 01 consumers. 
See Law Enforcement and Phone Privacy Protection Act of 2006. H.R. Rep. No. 109-395. 109th Cong. 2d Sess. 2 
(2006) (citing Frank Main. Ayyone Con Buy Cell Phorie Recor-ds: Online Services Raise Srcurin Coricenisfor Law 
Enforcemeill. Chi. Sun-Times. January 5. 2006. at A3). For instance. a Chicago police official obtained call records 
of an undercover inilrcntic\ officer's telephone number. and received accurate call records within four hours nf the 
request. Srr  Prevention of Fraudulent Accehs tn  Phone Records Act. H.R. Rep. No. 109-398. 109th Cong. 2d Sess. 
2 (2006):  Frank Main. Anyor~e Coil Bit? Crll PIio,ir Recor-ds: Oiiliiie SerI.ices Roise Srwriry Coiicei-!is lor Lau.  
Enjorcemenr. Chi. Sun Times. Jan. 5. 2006. at A3. In 1999. law enforcement authorities discovered that an 
information broker sold a Los Angeles detective's pager number to an Israeli mafia memher who was trying Io 
determine the identity of the detective's confidential information. See Frank Main. Cell Call Lisrs Rei-ea1 Your 
Locarion: Anybody Can Pay IO Track Wliere You Used Phone. Chi. Sun Times. Jan. 19.2006. at A3. Citizens 
themselves have also testified to the ease with which a pretexter can navigate easily around the carriers' 
authentication systems. For example. a political Internet blogger purchased the cell phone records of former 
presidential candidate General Wesley Clark. See Frank Main. Blogger Buys Presidential Candidare's Call List: 
"Nobody's Records Are Unroucloble." as $90 Purchase Online Show. Chi. Sun-Times. January 13,2006. at AIO. 
Journalist Christopher Byron also testified before Congress about his own battle with pretexters. stating that 
pretexters repeatedly called AT&T pretending to he him or his wife and asking for his phone records. which the 
pretexter was able to obtain. See lnrerner Dara Brokers and Pi-elexring: Who Has Access fo Your Prii~are Records?: 
Hearings Before rhe Subcoinmitree on Oversighr and Invesrigarians of rhe H .  Comm. on Energy and Commerce, 
109th Cong. (Sept. 29,2006) (testimony of Christopher Byron). 

"See Attorneys General Comments at 3 (identifying multiple filed lawsuits). All comments and reply comments 
cited in this Order refer to comments and reply comments cited in CC Docket No. 96-1 15 unless otherwise stated. 

See. e.g.. Cingular Wireless LLC 1'. Dara Find Solurions. Inc.: James Kesrer: Isr Source Informarion Specialists 
liic.: Kennerh W. Gorinan: Sreim Schwan:: John Does 1-100: and XYZ Corps. 1-100. Case No. 1:05-CV-3269-CC 
(N.D. Ga. filed Dec. 23.2005): Cingular Wireless LLC 1'. €~ndourr/iefrurh.corn, Inc.: Lisa Lofius: Tif/any We?: 
,Yorrh American Senkes. LLC d/b/a Norrll American Informarion: Tom Doyle: John Does 1-100: and XYZ Corps. 
1-100. Case No. I :05-CV-3268-ODE (N.D. Ga. filed Dec. 2 3 . 2 0 0 5 ) :  Ciiigular Wireless LLC I'. Global Infornwrion 
Group. Inc.: GIG Liqrridnrion. liic. jWa Gloliol Informorioii Giuup: Bureau of Heirs. liir.: Edward Herrog: Laurie 
Mimer: Robin GooduYn: John Does 1-100: arid XYZ Corps. 1.100. Case No. I:06-CV-04 1.3-TWT (N.D. Go. filed 
Feb. 2.3. 2006): Cingrilor Wirelrss LLC 1 .  GPI  A Grip Coii.wlri!ig, /fie.: Parahrrl Coq'ororioii d/b/a Gel A Gf-ip 
Sotrwam Pirhl i .~ l i i i i~:  RohPrr S d i r i i d e r :  Jnlvr DOP.Y 1-100: aiid X U  Co~ps .  1 - 1 0 0 .  Case No.  I :06-CV-0498 1N.D. 
GI. filed Mar. 2 .  ?(!MI. 

i l  
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;-1 Sw.  cq.. Spriiir A l e i r d  C,,r/,. d h / o  Sp,.iiir . \ ~ ~ . i ~ r ~ ~ /  I.. I" So i i rw  lii/orwiriwi Sp<io/ i .%s.  luc.  P I  ol.. 
(-;i>c No. t l f d l ~ l l l l ~ . ~  I l I2 )  1t31ou;ird Coiinl!. Floridii Cii~. Ct. filed Jxn.  ?h.  21ll)hl: Spi.ir,i hv.ir<,/ Co,p d/lih, Spriiir 
h,<circl 1'. 411 Su i r  I~~~~~,~ I~~,~ I I~~~I ,~ ,  l i ic  ., C I  t i l . .  C;IV K < I .  t I h  1117.?h 1h4ianli-lli1dr Cotinl!. FIoridi8 c ' i r .  CI.  (ilrd Iiin. 27 .  

I ~ ~ l l l l l l l l t l ~ l i  .... I 
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.- 
dozens of psople whom ~ l i e ~ #  ;ICCII% of FI-audulently oblaining phone records." I n  one of the cases filed 
by Cinpulai-. Cinzular states in 3 court-filed affidavit that certain defendants or rheii- agents posed as an 
employeela~ent  of Cingular and as a customel- of the carrier to induce Cinpular's customer sei-vice 
representative to pi-ovide lhem will1 the call records of a iai-srled cuslonier.'h The Federal Ti-ade 
Commission has also filed suits afainsr sevei-al pretexters under laws barrins unfair and deceptive 

I 

(...continued fimm pre\'ious page) 
2006): Sl~ri~ii Nc.ariel Cwp.  d/b/a Spi.iril h'u.rrrl 1'. Soif Marro & Ar.roriorus P r i w r e  1ni.estigariori. Inc.. era/..  Case 
No. 8:06-CV-00484-T-I7TGW (MD. Fla. tiled March 17.2006). 

See. e.g.. 7-Mobile USA. liic. I'. C.F. Anderson er ol.. Cause No. 06-2-04163 (King County Super. Ct. Feb. 2. i 

2006) (Stipulated Order and Primanent Injunction): T-Mobile USA. Inr .  1'. I s r  Soiirre /,iformarion Senices. er ai.. 
Case No. (fi-2-0.31 1.30 SE.4 (King  Cnunty Super. Ct. May 22. 2006) (Final Order and Judgment): 7-Mobile USA. 
Inc. I: AcrrrSearch. P I  ai.. Case No. 06-2-06933-1 SEA (King County Super. Ct. tiled May IS.  2006) (Stipulated 
Order of Injunction). 

Sur. e.,&.  cell^^ Panriership J//n'o Vtr-iroii Wir-elrss I :  Sorum Resor~rrer. Permanent Injunction on Consent. 
Docket No. SOM-L-1013.05 (Sup. Ct. of N.J.: Law Div.: Somerset County Sept. 13. 2005): Cellro Parrwi-ship 
d/b/a Veri:ori Wireless I'. Global Informarion Group. lnr.. er a/.. Order. No. 05-09757 (Fla. Cir. Ct.. 13th Judicial 
Circuit. Hil1sborou:h Counly. Nov. 2. 2005): Cellro Partner-sllip dh/o Vei-i:o,i Wirdcss 1'. Dam Find Sol~t r io~~s.  
h i c c  er a/ . .  Order. No. Oh-CV-.326 (SRC) (D.N.J.. Jan. 31. 20061. 

i h  

See Matt Richtel and M i y e 1  Helft. Ai1 Iiidinli? Is Based oil a Simple Masqrwi-ode. N.Y. Times. Sept. I I .  2006. at 
CI: see also Charles Toutant. Vel - to t i  1Viiirvluss Suing 'Pr-ererrPr.~' Wlm Gain Arress IO Ci,sronier Dam. 186 N.J.L.J. 
976 (2006): Marguerite E. Patrick. L~ssons Learned: Issues Exlxm'd in Ihe Ajierniarli of rhe Helvlerr-Packard 
Debarle. I Pri\,acy 8: Data Protection Leg. Rep. 1 (October 2006): Irirerner Dora Bi-okers and Prere.ring: IVIio Has 
Access io Your- Pril-are Records?: Hearings Before rhe Subroniniirree on 01'er-sighr and Invesrigations of rhe H. 
Cornm. on Energ!. and Coinmewe. 109th Cone. (Sept. 26. 2006) (testimony of Michael Holden). 

"See H.R. Rep. 109-398 at 2. 
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.9 pl-ac~icrs.' Addiiionally. Iiuliierous stales. includins California.'" Flol-ida." Illinois." Mismuri." and 
Texas"' have a11 sued data hi-okers for pl-etextinf phone records. 

A. Carrier Authentication Hequirements 

I. Customer-Initiated Telephone Account Access 

13. W e  find that the release of call detaila5 over the telephone presents an immediate risk to 
pi-ivacy and therefore we prohibit carriers from ireleasing call detail informalion based on customel-. 
initiated telephone contact except undei- thi-ee First. a cari-ier can release call detail 

i u  Sre l i i l~w1er Dara Bro1er.s arid Piwie.rri!tg: Who Has  Ac.ces.7 io Y o ~ r  P r i ~ r e  Rerord.sY: Hrrrrings Brjol-e rhe 
Siibroinmiffee oil 01.rr.siglir and lni.esrigarioiis of rlie H .  Co~iim. on Energy and Cominer-re. 109th Cong. I (Sept. 29. 
7006) (testimony of the Joel Winston. Federal Trade Commission) (citing FTC r. lnjio Search. lnc.. No. I:O6-CV- 
01099-AMD (D. Md. filed May I .  2006): FTC 1'.  Arrnseai-ch. lnr. d/b/a Ahika.com. No. 06-CV-0105 (D. Wyo. filed 
h4ay I. 2006): FTC t.. CEO Group. lnr. d/b/a Cherl Em Our. No. 06-60602 (S.D. Fla. filed May I .  ZUO6): F T C  I.. 77 
lrt~~rsrigorions. litc.. No. EDCV06-00Y V A P  (C.D. Cal. filed May I .  2006): FTC I .  l i t r q r i n  Scc. 6. lnwsrigarior~ 
Sens.. lnc.. No. 2:06-CV-24l-RGD-JEB (E.D. Va. filed May 1.2006)). 
a SPY. P . R . .  CoIjforiiio I . .  Dain Troi.e USA / , I C . .  No GlC862672 tCa1. Super. CI. filed Mar. 14. 2(W)6) 

See. e.6.. Florida I,. I" Source Iiijorniurioii Specialisis. lnc.. No. 37-2006-CA-00234 (Fla. Cir. Ci. filed Jan. 24. 

See. c.8.. Illinois ) .  I" So,rr-w l ~ $ i m t o i i m  S/wr.ioli.m cr nl.. No. 2006-CH-29 (111. Cir. Ct. tiled Jan. 20. 2006): .we 

41 

2006): Florida I,. Global lnjornwrioii Group. lnc.. et ai.. No. 06-1570 (Fla. Cir. Ct. filed Feb. 24. 2006). 

also Press Release. OJjYw 01 r l ie Arror-ri<,y C ~ I P I - ~ I .  Madi,yari Sues Second ~ ~ J ~ i l ~ ~ i l l ~  rho1 S<dl.s Cell Phone Remi-ds 
(Mar. 15. 2006). ai.ai/aDle or u ' u u  . ~ ~ . ~ t ; i t e . i l . u s / ~ r e s ~ r ~ ~ ~ ~ r n / ? O l ) h  O.~/2~K~60?151~.hlniI (announcing ihe filing o f a  
law suit against a Florida company t h s ~  allegedly ohtsined and sold phone record5 u'iihnut cuslonier consent). 

Press Release. Missouri Attorney General's Office. L*icaiecel/.coin I ~ I I I S I  sfop srlling w l l  pliorie re<ord.s of 
Missourians. under- roun order obrained by Ni.ron (Feb. 15.2006). available ar 
u~ww.a~o.mo.cov/neu~sreleases/2006/021506.htm (announcing the issuance of a court order to stop the sale of 
Missourians' cell phone records by several people currently or formerly associated with the website 
Locatecell.com). 

2006): see also Press Release; Attorney General of Texas. Arrornex General Abborr Files Firsr Suir Againsr Sellers 
ofPriijare Phone Records (Feb. 9.2006). available ai htcD:Nwww.oag.stsle.tx.us/oaenews/release.oh~?id= 1449. 

including. for outbound calls. the number called. and the time. location. or duration of any call and. for inbound 
calls. the number from which the call was placed. and the time. location. or duration of any call. See. e.g.. Third 
Repon and Order. 17 FCC Rcd at 14864. para. 7. Remaining minutes of use is an example of CPNl that is not call 
detail information. We disagree with commenters that argue we should adopt a more narrow definition of call 
detail: a narrower definition that included only inbound or outbound telephone numbers would make it too easy for 
unauthorized persons with partial information to confirm and expand on that information. See. e.6.. Letter from Jim 
Halpert. Counsel to the Anti-Prelexting Working Group. DLA Piper. to Marlene H. Dortch. Secretary. FCC. CC 
Docket No. 96- I 15 Attach. at 2 (filed Oct. 31.2006): Letter from William F. Maher. Jr. .Counsel for T-Mobile 
USA. Inc.. to Marlene H. Dortch. Secretary, FCC. CC Docket No. 96-1 15 at I (filed Nov. 30. 2006): Letter from 
Charon Phillips. Verizon Wireless. 10 Marlene H. Dorich. Secretary. FCC. CC Docket No. 96-1 15 at I (filed Dec. I. 
2006). 

S PY.  e . ~ . .  Letier lorm Donna Epps. Vice President Federal Regulatoi-y. Veriziin. 111 Marlene H. Dortch. Secretar!,. 
FCC. CC Docket No. 96- I 1.5 (filed No\,. 20. 2006) [arguing that any passwwd requii~ement should only  appl!~ 10 

;ici.euin$ c i i l l  detail inhi-niat i i in) .  R! limiting our rule\ io ihe dkclinul-r oi c d  deiiiil iniorniatinn. \ i e  helieve th:it 

\I? hiive iiiirroul!, tailored ou r  requirrnirnt\ IO addrev the prohleni n l  pretextin$. S w .  c :~ .  AT&T RepI! at 2 
i;ii~;iiin$ 11i:it ihr Cwimixriivi should eiisiirr t l i i i l  ;III! iiieiisiirr\ ~; ih r i i  iirr %irn>wI! i:iii<ri~ed IC> ;iddie\\ :I 

deii ioi i~iraird Iprohlem'.): Letter tnim 11~~1ii i: i  l:pp\. \ ' ice Prehideiii. Fed~ i~a l  R e ~ t i l i i i ~ ~ r ! .  \ eriz,iii. 10 M;irlene H. 
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See. e.8.. Missouri 1'. Dain Tram USA. I n c  e i  a.. No. OhAC-CC-00158 (Mo. Cir. CI. filed Mar. .i. 2006: SPC also lli 

See. e.g.. Texas I,. John Strange d/b/a USA Skiprrace.cont. No. 06-1666 (Tex. Dist. Ct. Travis County filed Feb. 9. 44 

I 

"Call detail" or "call records" includes any information that pertains to the transmission of specific telephone calls 

4, 

tcontinurd .... I 
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inrot-tnarion if the custonier pi-o\.ideh the cat-1-ier wilh 3 pre-established passwoi-d." Second. R cnri-ier may. 
at  the customer's request. \end c a l l  detail information to the customer's address of record. Third. a 
car-]riel- niay call the telephone number of record and disclose call detail informntion." A can'iei- may 
disclose tloli-call detail CPNl I O  ;i customer aftel- the carrier authenticates the custonier:"' 

4s 

14. The  record reflects that pretexters use evolving methods to trick employees at cuslomer 
sei-vice call centers into releasing cal l  detail infol-matioti." This release of call detail through customer- 
initiated telephone contact pi-ewnts heizhtened privacy concerns because of pretexters' abilities to 
circumvent carrier authenlicntion requirements and gain imtnediate access to call detail?' By restricting 

(...continued fnim preuious page) 
Dortch. Secretary. FCC. CC Docket No. 96-1 I S  at Attach. (f.iled Ian. 29.2007) (Verizon Jan. 29. 2007 E.x Pane 
Lprrer-) (stating that password prolecling call detail records "is a narrowly tailored solution"tha1 "directly targets the 
means and methods used by pi~etexters"). We also limit the requirements we impose in this section to customer- 
initiated contact with !he CalTier. We find thal there is nor the same need for authentication when the carrier initiates 
contact uith a customer via the telrphnne numher olreciwd o r  via the address of record. By "Ielephone numher of 
record." we mean the telephone numher associaled u:ith the underlying service. rather than some other telephone 
numher supplied as a cuslnmer's "contact information." By "address of record." whether postal or electronic. we 
mean a11 addiwrs that the caniei~ has awlcia led \r,ith the i.u\tunier-\ account tor at l e i l ~ l  30 days. Requiring that the 
address be on file for 30 days will fcireclose a pretexler's ability to change an address of record lor the purpose of  
being sent call detail information immediately. 

We understand that many ciinsuniers niay not like passwords and thus we only extend the use of password 
protection of call detail infcirniation during cuslonier~-iniliated telephone calls. See. e .&.  AT&T Comments at 8-1 I 
(noting studies that denionslrate cusitiniers are opposed to mandatory passwords: Centennial Comments at 3.4 
(arguing that customers find passwords burdensome). Further. for those customers not interested in password 
protection. we prwide other alternatives for carrier disclosure of call delail informalion that directly advance our 
goal of prolecling against pretexter acl iv i ty and will not unduly hurden carrier-customer relations. 

4 s  This exception to the disclosure of call detail information in no way alters a carrier's usual practice of sending 
monthly billing statements to the customer. 

"See  suprn note 46 (defining "telephone number of record).  We find that it i s  necessary for the carrier to call the 
customer at the telephone number of record. rather than rely on caller ID as an authentication method, because 
pretexters can easily replicate caller ID numbers. See. e.g.. Alltel Comments at 5 .  

Although we do not enact password protection for non-call detail CPNl in this Order. carriers are still subject to 
section 222's duties to protect CPNI. and thus a carrier must authenticate a customer prior to disclosing non-call 
detail CPNl. See 47 U.S.C. 5 222; see also Verizon Wireless Comments at 9 (arguing that "passcodes" can lead to a 
frustrating experience for customers seeking answers lo simple billing questions). We rely on carriers to determine 
the authentication method for the release of non-call detail CPNl that is appropriate for the information sought and 
which adheres to section 222's dory. However. we seek comment on whether the Commission should impose 
password protection on non-call detail CPNl in today's Further Notice. See infrn Section V.A. 

" See. e.&. Alltel Comments at 5: Cingular Commenis at 13: Dobson Comments at 2: Sprint Nextel Comments at 4- 
5:  see also Testimony of James Rapp. House Energy and Commerce Committee. Subcommittee on Oversight and 
Investifations Hearing: "Internel Data Brokers and Pretexting: Who Has Access to Your Private Records?" Attach. 
A (lune 21. 2006) (setting forth an outline of a training manual on how to obtain call detail and other personal 
informalion). ai.ai/ob/o of http://enerl?ycommerce.house.fov/ I 0X/Hearinfs/062 I 2OOhhearing 19 16lRapp.pdf: Brad 
Stone. A 'Pi-ere.uer' and H i s  Tricks: P/iori~ Recoids AI-e a Srinp IO 91og. Jirsr Ask Dai,id Candnl. NEWSWEEK. Sept. 
IO. 2006. at 43 (interviewing a pretexter who explains how pretextins is accomplished): srrpro para. 12 and 
accompenyin: notes (identifyin: lawsuits alleging pretextin? acti\'ity). 

' ~ Specificall!. the Altnrne! \I Genei~iil state that data broker5 con\ i \ tent ly dem~in\triitc that they can oht:iin alnitist 
any  type t i 1  persiiniil informitti<vi. i n c ~ l u d i n g  socii i l  \ecuril? inuiiihrr5 itnd ninlhei~.\ mitideli name. which carrier5 
,.urrentl! use t i l  iiiitlienlir.iite i i  ~.i i\toii ir~r 5~ y?.. Atti,inie! I (ic,iieiiil C<,iiinient\ :)I 15: .A<'<' o l v ,  EPIC ('I ai. 
Comment\ i i t  I1 
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the ways i n  which carrier5 release call detail in response to customer-initiated telephone calls. wc place at 
most a minimal inconvenience on can-iei-s and consumers.." 

IS. E.srcrb/ishriirrii ofPusv~wi-d  Prorwriori. For new customers. cmiei-s may request that the 
customer establish a password at the time of service initiation because the can-ier can easily authenticate 
the customer at that time?' For existing customers to establish a password. a carrier must first 
authenticate the customel- w'ithout the use of readily available biographical 

carriel- alseady has password protection in place for a customer account. a c m i e i -  does not have to 
I-einitialize a customer password?' By permitting the carrier to determine its authentication method. the 
carriel- has the most flexibility for designing an  aulhenrication program that can continue to evolve 10 fight 
against pi-etexting efforts. 

o r  account 
For example. a carrier could call the customer at the telephone number of record." If 3 

16. Use ofPus.siwrd Prorerrioii. For  accounts thal ai-e password protected, a caniei- cannot 
obtain the customer's password by asking for readily available biographical information. or account 

Customers requiring instant access to call detail information also have the option of accessing such data Online in S? 

the protected niannes described i n  Section IV.A.2. 0 1 ~  by visiting a cilsrier's retail Iociltioii uith il \ d i d  photo ID as 
described in Seclion IV.A.3. 

See. e.g.. Virgin Mobile Reply at 4 (mandating thal customers select a password at the time of the service S4 

acli\,atinn process). By "neu customers." we include only those customess that establish service after the effective 
date of our rules. 

'' "Readily available biographical information" includes such things as the customer's social security number. os the 
last four digits of that number: the customer's niother's maiden name: a home address: or a date of birth. See. e.8.. 
EPIC Petition at 8 :  see also AT&T Comments at 3 (noting that authenticating customers by relying "solely on a 
custonier's name. address andlos phone number may he insufficient" and that the Commission could seasonably 
conclude "that all carriers should authenticate a customer's identity using non-public information prior to releasing 
CPNI"): id. at I (finding that authenticating the customer based on non-public information would impose "little 
additional cost"). 

s6 See. e.8.. EPIC Reply at 2. "Account information" includes such things as account number or any component 
thereof. the telephone number associated with the account. or amount of last hill. 

'' A carrier could also use a Personal Identification Number (PIN) method to authenticate the customer. A PIN 
authentication method could entail a carrier supplying the customer with a randomly-generated PIN, not based on 
readily available biographical information. os account information. which the customer would then provide to the 
carrier prior to establishing a password. Carriers could supply the PIN to the customer by a carrier-originated 
voicemail or text message to the telephone number of record. or by sending it to an address of record so as to 
reasonably ensure that i t  is delivered lo the intended party. See. e.& Letter from William F. Maher. Ir.. Counsel for 
T-Mobile USA. Inc.. Morrison & Foerster. to Marlene H. Dortch. Secretary. FCC, CC Docket No. 96-1 15 at 2 (filed 
Nov. 20.2006) (providing customers with a temporary password by sending it to the customer's mobile phone 
number). A carrier cannot authenticate a customes by sending the customer a PIN (or any other type of carrier 
chosen method of authentication) to new contact information that the customer provides at the time of the 
customer's PIN (or other authentication) request. Carriers could also authenticate the customer by requesting that 
the customer present a valid photo ID at a carrier's retail location. A "valid photo I D  is a government-issued 
personal identification with a photograph such as a current driver's license. passport. os comparable ID. 

See. e.8..  Sprint Nextel Reply at 7 (noting that most carriers already allow customers to choose password 
protection): Letter from Donna Epps. Vice President. Federal Regulatory. Verizon. to Marlene H. Dortch. Seci-elary. 
FCC. CC Docket No. 96- I 15 at 7 (filed Dec. 22. ?OM1 (Vel-izon Dec. 22. 2(X)h E I  Porn Letter) lnnlinf Ih;it Vesiziin 
;ilre;id! pesniit\ its custoniers to p:ish\wl-d priitect telephnne account :iccev I .  
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inloi-mation. to prompt the ruw)inet- For his password,"; We understand. of course. that passwords can be 
lost or fol-gotten. and sha i r  coii immiei-s' concern that security measures should not unnecessarily 
iiicotir,eiiience custome1-.s oi- impair ruslomer set-vice syslems."" We therefore allow carriers to create 
back-up customer authentication mrthods fol- lost 01- forgotten passwords that ai-e also not based on 
readily available biographical infoi-mation. or account information." For example. the Attorneys General 
suppoit the use of a shared secret back-up authentication procedure for lost or forgotten passwords." As 
funhei- account protection. with a shared secret back-up authentication pi-oprani. the can-ier may offer the 
oppoitunity for the custoinei- to design the shared secret question.h' We find that limiting back-up 
authentication method4 to those Ilia1 d o  not include i-eadily available biographical information. o r  account 
infot-mation. will protect customers most effectively fi-om pretexters. 

17. Althoupili we recognize that carriers and customers will he subject to a one-lime burden to 
implement password protection if a customer is interested in paining access to call detail during a 
customer-initiated telephone call. we believe that the on~oing burdens of these authentication 
requirements will be minimal. Further. this method balances consumers' interests in ready access to their 
call detail. and carriers' interests in providing efficient customer service. with the public interest in 
maintaining the security and confidentiality of call detail information. 

18. A / ~ P ~ J ~ ; I V  Acrmc ro Call Delail hformolion. If a customer does not want to establish a 
passm'oi-d. the customer may still access call detail information. based on a customer-initiated telephone 
call. by asking the can ie r  to send the call detail information to an  addt-ess of record o r  by the carrier 
calling the telephone number of record.b4 Because we provide multiple methods fot- the customer lo 
access call detail based on a customer-initiated telephone call. neither customers who dislike passwords 

We agree with commenters that assert thal individuals lend to choose passwords that are based on personal 
information and therefore pre1excer.s can easily circumvent password prolections. See. e.&.. Verizon Wireless 
Comments at 9: Sprint Nextel Reply at 8. To prevent this. we prohibit carriers fiom using prompts to request the 
customer's password based on readily available biographical information. or account information. If a customer 
cannot provide the correct password and the carrier does not offer a back-up authentication method lo access call 
detail. the carrier must reauthenticate the customer. A carrier cannot disclose call detail information over the 
telephone during a customer-initiated lelephone call until the carrier is able to reauthenticate the customer without 
the use of readily available biographical information. or account information. 

*See.  e.g.. ~ e r i z o n  Wireless Comments at 9. 

" See. eg.. Letter from Cynthia R. Southwonh. Director of the Safety Net Project. National Network to End 
Domestic Violence. to Marlene H.  Donch. Secretary, FCC. CC Docket No. 96-1 15 at 2 (filed Nov. 30, 2006) 
( " E D V  Nov. 30.2006 Ex Pane Letter). We do not require carriers to adopt a specific back-up authentication 
method because we believe that by directing carriers lo do so we might make it easier for pretexters to defeat the 
protections we adopt in this Order. See. e.& Verizon Wireless Reply at 9. If a customer cannot provide the correct 
response to the back-up authentication method to access call detail. the carrier must reauthenticate the customer. A 
carrier cannot disclose call detail information over the telephone during a customer-initiated telephone call until the 
carrier is able to reauthenticate the customer without the use of readily available biographical information. or 
account information. 

" See Attorneys General Comments at 16: see also Ohio PUC Comments at 9- IO. A shared secret is one or  more 
question-answer combinations that are known to the customer and the carrier but are not widely known. Thus. if  the 
customer lost or forgot a password. the carrier could provide the pre-selected shared secret question. or set of shared 
secret questions. to the customer for authentication purposes. 

SPC.. 0.x.. Virpin W h i l e  Reply iil  5 11.3 ia l lmvi i ig  the c u w m e r  lo create their ow11 back-up authentication <,I  

quehtion). 

1-he ctistoniei~ mii! iilvi i i c ~ x > ~  <.;ill del i i i i  intlwniili,in I?! r~l : i l~l i>l i ing iii1 oiilinr ; i cco i i~~ t  O I ~  I? \ isiting ii c'arrici~., l i  

ret i i i l  lo<.iilioii. .%r ir l ir i i  Sec?iiiii\ 1\'..4.1 i indl \ .A,?.  
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11o1- carriers concerned ahout timely custonici- service should find our requirements bul-densome.bs 
Furthermore. by pi-ovidin_p a vsriety of secure means foi- customers to receive call detail information from 
car-1-iers. and focusing on one of the most pi-oblematic means ofpretexting - obtaining call detail 
information fi-om customer service representatives without proper identity screening - out- rules are no 
more extensive than necessary to protect consumein' privacy with respect to telephone access to accuiinl 
information.hb 

19. We do not intend foi- the pi-ohibition on the release of call detail over the telephone for 
customer-initiated telephone contact to hindei- i-ouline carrier-customer relations i-egarding servicelhillin: 
disputes and ques~ions.~' If a customer is able to provide to the carriel-. dui-ing a customer-initiated 
telephone call. all  ofthe call detail infoi-mation necessary to address a customer service issue (;.e..  the 
telephone number called. when i t  u'as called. and. if applicable. the amount charged for the call). then the 
carrier is permitted to proceed with its routine customei- care procedures." We believe that if a customer 
is able to provide this information to the carrier. without carrier assistance. then the can-ier does not 
violate our rules if it takes routine customer service actions related to such information. We additionally 
clarify that under these circumstances. carriers may not disclose to the customer any call detail 
information about the costonier account other than the call detail information that the cuslomer provides 
without the customer first providing a password. Our rule is intended to prevent pretexter phishing and 
other pretexter methods for Fainin: unauthorized access to customer account information. 

See. r.8..  BellSouth Comment* ill  I 6  (noling the use o l a n  optional cuslorner-prc!vided password fb r  ihe release o l  

See Verizon Dec. 2 2 .  2006 €.x Pone Letter at S (arguing lhal "any password requirement would have to be 
narrowly crafted to address the specific prnhlem of pretexters fraudulently obtaining call detail information"). 
" S e e .  e.g.. Letter from Charon Phillips. Verizon Wireless. to Marlene H. Dortch. Secretary, FCC. CC Docket No. 
96-1 15 at 1 (filed Dec. 1.  2006) (raising concerns about a camier's ability to serve customers during customer 
service calls). 

**See. e.&. Letter from William F. Maher. Jr.. Counsel for T-Mobile USA. Inc.. 10 Marlene H. Dortch, Secretary. 
FCC. CC Docket No. 96-1 15 at 2 (filed Nov. 20.2006): Verizon Dec. 14.2006 Ex Pane Letter at 2. 

<>5 

CPNl over the telephone). 
00 
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2. Onlinc. Accounl Access 

20. We also Irequire can-lei-s to p a s s u w d  pi-otect online access to CPNI." Althou_gh section 222 
of the Act imposes a duty on carriel-\ to protect the pt-ivacy of CPNI.'" data brokers and others have been 
able to access CPNI online uzithoul the account holder's knowledge or consent." We acgree with EPIC 
that the apparent ease with which data brokers have been able to access CPNl online demonsLrates the 
insufficiency of carriers' customer authentication pi-ocedures." In paflicula~-. the record evidence 
demonwales thal some carriers per-mil .. c ~ r t o n i e ~ ~  to establish online accounts by providing readily 
available biographical information. Thus. a data hi-oker may obtain online account access easily w3ithout 
the customer's knowledge. Therefore. we agree with EPIC and others that use of such identifiers is an 
insufficient mechanism for preventing data broket-s from obtaining unauthorized online access lo CPN1.74 

I ?  

21. To close this gap. we prohibit carriers from relying on readily available biographical 
information. or account information to authenticate a customer's identity before a customer accesses 
CPNl online. In addition. because a carrier is responsible 10 ensure (he security and privacy of online 
account access. a carrier must appropriately authenticate both new and existing customers seeking access 

SCP. c,'.fi . .  Letter iron? John T. Scint. 111. Vice Presideni & Deput! General Counsel Regulator!, Law. Verizon 
Wireless. to Marlene H. Dortch. Secretary. FCC. CC Docket No. 96.1 I S  at 1 (filed Oct. 18. 2006) (Verizon Wireless 
Oct. 16 ExParie Letter) (arguing that carr~iers should require passwords for online access to CPNI): Verizon Dec. 
22. 2006 E.r Parre Letter at 2 (supporting a proposal lo require password protection for customer online account 
access because passwords are "mutine and readilv accepled hy customers" in the online environment). We do not 
limit our online account accesh rule5 to  just call detail because online account access presents a heightened security 
risk. Specifically. online account access allows a custonier (or prelexfer) 10 \Jim and change personal information 
easily (including online p words. addresses of record. and hilling infoormation) without carrier assistance. During 
a telephone con\,ersation h the customer. a carrier is able to authenticate 3 customer and sense whether the 
customer i s  who he claims to he. In the online context. however. there is no person-to-person contact (or limited 
interactive voice recognition menu) and thus a pretexter. if  he were able to circumvent online password protection. 
could obtain significant amounts of a customer's private informalion (including home address. plan information. 
billing information. and call detail records for months at a time) with only h e  click of a mouse. Thus. we believe 
that we must extend our online account access rules lo include the disclosure of all CPNl to protect customer 
privacy. Furthermore. most carriers already require password protection for online accounts. See, e&, Verizon 
Dec. 22.2006 Ex Pane  Letter at 2. They do not differentiate their online account systems between access to call 
detail information and non-call detail CPNI. and requiring them to do so likely would impose significant costs. For 
these reasons. we find that our requirements in the online context are no more extensive than necessary to protect 
consumers' privacy. See Ceniral Hudson Gas & Elec. Corp. 1'. Public Senice  Cornm'n afN.Y., 447 US. 551 ,564-  
65 (1980). 

'O See 47 U.S.C. $222(a) (stating char "[elve 
of proprietary information of. and relating t 

" For instance. pretexters have been able to access CPNI by deceiving customer service representatives or by 
exploiting security gaps in customers' online accounts. See. e.g.. EPIC Petition. Appendix C (providing a list of 40 
web sites offering to sell CPNl to third parties): Attorneys General Comments at 3 (describing pretexters' use of 
online account access). 

h9 

lecommunications carrier has a duty to protect the confidenliality 

Ser. e.&. EPIC Petition at 8. I I :  scc also sup,-a para. 12 and accompanying notes. 

See. e.&. EPIC Petition at 8. The record in this proceeding re\<eaIs other holes in carriers' existing authentication 
measures. such as authenticaling a customer's identity through ininmiation the carrier readily provides to any person 
purporting to he the custonwr u'ilhout authentication. thus enahling a prelexter to obtain online access to CPNl by 
first callin? the carrier to ohlain the intmnation. The requii~rment\ u e  adopt in this Order f ix  such flaws. 

7? 

7 3  

Sw. ,'.;.. EPIC r i d  Commrnt\ a1 12- I .3 cehpl;iininf 1li;it hii?giwphiz;il idcnlilirrs iirr widely available on uehsitex -4 
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to CpN] o~llille.~' Howsever. we do not irequire can-iers to ireinitialize existing passwords fol- online 
customer accouI1ts. but a carrier cannot base online access solely on readily available biographical 
information. or  account information. or prompts for such i n f o r m a ~ i o n . ~ ~  

2 2 .  As with the password protection for the release of call detail during cwomer- in i l ia ted  

commenters' concern that security measures should not unnecessarily inconvenience customers or impair 
cuslomei- service systems." W e  therefore allow carriers to create back-up customer authentication 
methods for lost or forgotten passwords i n  line with the back-up authentication method framework 
established for the password protection foi- customer-initiated telephone  ont tact.'^ Further. if a customei- 
cannot pi-ovide a passv,ord 01- the pi-oper I-esponse for the back-up authenticatioii method to access an  
online account. the carrier must ireauthenticate the customer based on the authentication methods adopted 
in this Order prior to the customer paining online access to CPN1.79 Finally. as with the establishment of 
the password for the release of call detail for customer-initiated telephone contact. although we recognize 
that carriers and customers will be subject to a one-time burden to implement this Order. we  believe the 
ongoing burdens o f  these authentication requirements will be minimal and ai-e outweished by the henefits 
to consunier privacy. 

te\ephone contact, we Understand that passwords for onhne access can a\so k \os\ or forgotten. and share 

3. C a r r i e r  Retail  Locat ion Account Access 

23. We continue to allow carriei-s to provide customers with access to CPNl at a carrier's iretail 
location if the customer presents a valid photo ID"; and the valid photo ID matches the name on the 
account.s1 We agree with the Attorneys General and find that this is a secure authentication practice 
because i t  enables the carrier to make n reasonable judgment about the customeifs identity." 

For new customers. a carrier could request that a customer establish an online password at the lime of service 7 5  

initiation. See supra note 54. Alternatively. for all customers. a carrier could use a PIN method. as described above. 
to authenticate a customer if necessary. See supra note 56. 

Although we do not mandate what specific level of password protection carriers must provide for their customers 
for online access, we expect carriers to ensure that online access to CPNl is adequately password protected. For 
example. we believe it would be reasonable for carriers to block access to a customer's account after repeated 
unsuccessful anempts to log in to that account to prevent hackers from using a so-called "brute force a t tack to 
discover account passwords. Carriers may also determine the password format they deem appropriate. For 
example. carriers may decide the length of the password. whether or not the password should be case-sensitive. or 
whether the password should require a mix of numerals. letters. and other symbols. 

See supra note 60. 

See supra Section 1V.A.I. For existing online accounts. although we do not mandate that a carrier reinitialize 
those accounts. if a carrier provides a back-up authentication method that is not in conformance with this Order We.. 
the method is based on carrier prompts for readily available biographical information. or account information). then 
a carrier must modify its back-up authentication method to comply with this Order. 

This requirement extends to all online accounts regardless of whether the online account access existed prior to 
the effective dace of these rules. 

A "valid pholo ID is a ;overnment-issued personal identification with a photo:raph such as a culmen1 driver's 

77 

7<, 

811 

license. passport. or comparable ID. 
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4. A'otilicalion of Account  Changes 

24. W e  require cai-riel-> to notify customers immediately of certain account changes. including 
\vhene\8el- a password. custoll1er response to a carrier-designed back-up means of authentication." Online 
account. 01- address of record is created or changed." We agree with the New Jersey Ratepayer Advocale 
that this notification is an important tool for customers to monitor their accounl's security." This 
notification may he through a can-iei--originated voicemail 01- text message to the telephone number of 
record. or by mail to the address of record. as  to I-easonably ensure that the customer receives this 
notification." W e  believe this measure is appi-opriate to protect custoiiiei-s from data brokers that might 
otherwise manage to circumvent the authentication protections we adopt i n  this Order. and to take 
appropriate action in the e\ient of prelexter activity. Further. we find that this notificalion requiremenr 
will also empower customers to provide carriers with timely information about pretexting activity. which 
the camiers may not be able to identify easily." 

5. Business Customer Exemption 

2. W e  d o  make on exception lo the iulec that we ndopl loday for cenain business customers. 
W e  agree with commentel-s ul io  ai-gue that privacy concerns of telecointilunications consumers are 
greatest when using personal telecommunications services. 
by EPIC have mainly larzeted individual consumers. and the record indicates that the proprietary 
information of wireline and wireless business account customers already is subject to stringent 
safeguards, which are privately negotiated by contract.Sy Thei-efore. if the carrier's contract with a 
business cuscomer is serviced by a dedicated account representative as  the pi-imary contact. and 
specifically addresses the cai-I-ier's pi-otection of CPNI. we  d o  not extend our carriel- authentication rules 
to cover these business customers because businesses ai-e typically able to negotiate the appropriate 

EX Indeed. the fraudulent practices described 

s3 A customer response to a carrier-designed back-up means of authentication is the cuslomer's pre-selected answer 
to the carrier's back-up authentication method in the event that the customer lost or forgot his password. 

This notification process is not required when the customer initiates service. including the selection of a password 
at service initiation. 

" S e e  New Jersey Ratepayer Advocate Comments at 4: see also Alltel Comments at 5 (noting that notice of certain 
account changes may protect subscriber's security): Ohio PUC Comments at IO (asserting that providing notice to 
customers of changed passwords is an effective strategy for protecting CPNI). 

"See.  e.&. Verizon Dec. 22. 2006 Ex Pane Letter at 6 (arguing against a "one-size-fits-all" requirement for 
notifying customers of account changes on First Amendment grounds). To protect the security of the potential 
victim of pretexting. such notification must not reveal the changed account information. Additionally, a carrier may 
not notify the customer of account changes by sending notice to the new account information. which might result in 
the customer not being notified of the change (e.g.. mailing a customer's change of address to a new address rather 
than to the former address of record). 

"See .  e.&. NCTA Comments at 6 (arzuing that a carrier generally does not know when a data broker breaches 
carrier security measures because the carrier believes the data broker is the customer): TWTC Comments at 13 
(stating that carriers usually are not aware when pretexting occurs): Cingular Reply at 7 n.17 (arguing that the 
customer is usually aware of a security problem before the carrier]. 

"See. i ' .~ . .  Letter h-mi Donna Epps. Vice Presidenl and Federal Refulatol-y. Verizon. to Marlene H. Dortch. 
Secretary. FCC. CC Dockel No .  96- I I5 at 2 (filed Dec. 13. 2006) (Verizon Drc. 14. 2006 E.r forre Letlei-). 

See .  ' . f i . .  TWTC Coninienls at 19-20: Lelter from Iohn J .  Heitmanil and lenniier M.  Kashatus. Counsel to XO 
C n ~ i i m u n i ~ ~ t i ~ i ~ i s .  I O  h1;irlene Divtch. Seci~etnr!. FCC. CC llo~.ket Ni,. 96- I 15. at  2 (tiled Ocl. 19. 2006): Letler fri1m 
Iixm Rrid?. V k e  President. l?eg~il;~lor! Al.f;iir\. COhlPTlil~. t o  h1;irlrne H .  lIc>r!L.h. Secreta!-!. FCC. CC Dwket 
No. Y h ~ l  I ill I (filed Drc. I S .  ?IlOhl ICOh4P1EI~ I I C i ' .  I?. 'IIIKI /.\ /',,rl<. LI.ltrl1. 
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protection of CPNl in their service agreements."' However. nothing in this Order exempts can-iers 
seivinp wireline enterprise and wireless buhiness account customeis from section 222 01- the remainder of 
the Commission's  CPNl  rules. 

B. 

26. W e  asree  with EPIC that carriers should be required to notify a customel- whenever a 
security hi-each results in that customer's CPNl  being disclosed to a third party without that custonier's 
authorization." However. we also appreciate law enforcement's concern about delaying customer 
notification in oi-del- to allow law enforcement to investigate c~- imes .~ '  Therefoi-e. we adopt a rule that we  
believe balances a customer's need to know with law enfoi-cement's ability to undertake an investisation 
of suspected criminal activity. which itself might advance the p a l  of consumel- 

Notice of Unauthorized Disclosure of CPNl 

27.  In conjunction with the general rulemaking authority under the Act.94 section 222(a). which 
imposes a duty on "lelvery telecommunications carr ier ,  , . to protect the confidentiality of proprietary 
information." provides ample authority for the Commission 10 require carriers to report CPNl breaches to 
law enforcement and pi-ohibit them Irom disclosing bi-enches to their customet-.s until after law 
enforcement has been notified. Notif)iing law enrol-cement of CPNl breaches is consistent with the goal 
of protecting CPNI. Law enforcement can investisate the breach. which could result in legal action 
against the perpetrators. thuh en\ui-ing that they d o  not continue to breach CPNl.  When and i f  law 
enforcement determines how the bi-each occurred, moreover, i t  can advise the cai-rier and the 
Commission. enabling industry to take steps to prevent future breaches of that kind. Because law 
enforcement will be informed of all breaches. it will be  better positioned than individual carriers to 
develop expenise about the methods and motives associated with CPNl  hi-eaches. A p i n .  t h i s  should 
enable law enforcement to advise industry. the Commission. and perhaps Congi-ess I-egal-ding additional 
measures that might prevent future breaches. 

28. The  requirement that cai~iei -s delay customer notification of hi-eaches until after law 
enforcement has been notified is also consistent with these goals. Once customers have been notified, a 

9o These business customers are able to reach customer service representatives without going through a call center. 
If the business customer must go through a call center to reach a customer service representative then this exemption 
does not apply to that customer. 

91 See EPIC el a/. Comments at IS: see also. e.&. CaPUC Comments at 3 (recommending the adoption of a rule that 
carriers notify a customer when the carrier discloses a customer's CPNI without customer consent); MetroPCS 
Comments at 9 (stating that it notifies a customer through a text message anytime that i t  releases CPNI); Verizon 
Wireless Oct. 18.2006 Ex P a m  Letter at 2 (arguing that customers should be aware if a carrier disclosed their data 
to a third party): NNEDV Nov. 30.2006 E x  Parte Letter at 3 (arguing for a victim to be notified prior to law 
enforcement). 

92 See DOJIDHS Comments at 14: Letter from Paul J.  McNulty. Deputy Attorney General. United States 
Department of Justice. to Kevin 1. Manin. Chairman. FCC. CC Docket No. 96-1 15 (filed Dec. 28. 2006) (DO1 Dec. 
28.2006 Ex Pane Letter): Letter from Joseph E. Springsteen. Trial Attorney. United States Department of Justice. 
to Marlene H. Dortch. Secretary. FCC. CC Docket No. 96-1 15 (filed Mar. 13.2007). 

See DOJ Dec. 28.2006 E r  Pane Letter: see also Cal. Civ. Code g 1798.82 (permitting law enforcement to delay 
customer notification of hreaches of security if a law enforcement agency delermines the notification will impede a 
criminal investigationl: N.Y. Fen. Bus. LAW 8 899-aa (permitting Ian, enforcement to delay customer nolification of 
hreaches of security if a lam' enfixcement agency delermines the notiticatinn impedes a criminal investigation). 

Section 201 (h l  authnrize\ Ihe Comniis\ion ~n "pre\c.rihek \uch rules and reykitions :I\ may lie necessary in the 
piihlic interrkl lo carry I I U I  llie pro\,ihiiiii\ ,,1 I h i \  AcI." inc,ludin; 5eclion 2 2 2 .  -15 U.S.C. \\ 201 t h l .  Seclion I ~'Iiat-fex 
ilir Ccmmi\\ i ir  nit11 " p r o m ~ l i n ~  uirt! t i l  liir ;ind Iwipci-Iy 1hiou~li the usr 01 n i l e  ;~nd  iudii i  ~ ~ i ~ n i i i l i l n i i . ; l l i ~ ~ t i . "  1 7  
L1.S.C. 2 151. 
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breach may become public k n o w l e d ~ e .  the]-eby impeding Iau, enforcen~ent ' s  ability to investigate the 
hi-each. idenlify the pel-petrators. and determine how the breach occul-red. In shoi-1. immediate customei- 
notificalion may compromise all the henefits of requii-in&! carriers to notify law enfoi-cement of CPNI 
bi-eaches. A short delay is \vni-rnnted. therefore. with the proviso that can-iers m q #  notify customers if 
there is an urgent need to do so to avoid immediate and iileparable harm. 

29. A telecommunicalions carrier shall notify law enforcement of a breach of its custome~-s' 
CPNl  110 lalei- than seven business days after a reasonable determination of a breach by sending electronic 
notification thi-ough a ceiltral ireporting facility to the U n i ~ e d  States Secret Service (USSS) and the Federal 
Bureau of Investigation (FBI)."' A telecommunications caiTier may notify the customer and/or disclose 
the hi-each publicly aftei- seven business days following notification to the USSS and the FBI, if the USSS 
and Ihe FBI have not requested that the telecommunicalions carrier continue to postpone disclosure.'6 A 
telecommunications carrier. however. may immediately notify a customei- or disclose the breach publicly 
after consultation with the relevant investigative agency. if the carrier believes that there i s  an 
exti-aordinarily urgent need to notify a cuslomer or class of customers in order to avoid immediate and 
irreparable h a ~ - m . ~ '  Additionally. we  require carriers to maintain a record of any discovei-ed breaches. 
notificaiion\ to the USSS and the FBI reparding lliosr hi-aaches. 3s well as  the USSS and the FBI response 
to the notifications for a period of at least two years. This  record must include. if available, the date that 
the carrier discovered the breach. the date that the carrier nolified the USSS and the FBI. a detailed 
description of the CPNI that was breached, and the circumstances of the breach. 

30. We reject commeiiters' argument that the Commission need not impose new rules about 
notice to customers of unauthorized disclosure because competitive mal-ket conditions will protect CPNI 
fi-om unauthorized disclosure."h If customers and law enforcement agencies are unaware of pretexting 
activity. unauthorized releases of CPNl will have lit~le impact on carriers' behavior. and thus pi-ovide 
little incentive for carriers to prevent further unauthorized ~releases.~' By mandating the notification 
process adopted here. we better empower consumers to make informed decisions about service providers 
and assist law enforcement with its investigations. This notice will also empower carriers and consumei-s 
t o  take whatever "next steps" are appropriate in light of the customer's panicular situation.'" 

31, We clarify, however. that nothing in today's Order i s  intended to alter existing law regarding 
customer notification of law enforcement access to customer records. Therefore, for example, when 

The Commission will maintain a link to the reporting facility at www.fcc.cov/eh/cDni 

If the relevant investigating agency determines that public disclosure or notice to customers would impede or 
compromise an ongoing or potential criminal investigation or national security. the law enforcement agency may 
direct the carrier not to disclose the breach for an initial 30-day period. This 30-day period may be extended by the 
law enforcement agency as reasonably necessary in the judgment of the agency. The law enforcement agency shall 
provide in writing to the carrier its initial direction to the carrier and any subsequent direction. 

97 A telecommunications carrier should indicate its desire to notify its customer or class of customers immediately 
concurrent with its notice to the USSS and FBI of a breach. 

OR See. e.8.. Charter Comments at 1-9 (discussing how market forces give carriers incentive to protect CPNI): Time 
Warner Comments at 6 (noting ihal AOL has market incentives to protect its subscribers' personal information). 

Sw. e.8..  Charter Comments at 8 (noting that recent studies demiinstrate that nearly 609, of consumers either 
terminate semice or consider switching service providers when a company fails to protect personally identifiable 
inlormalion): NASUCA Commenls ar 26 (arguing tha l  rhe Cnmmissi(in should no1 re]! alone on the "good business 
hense" otcarriers IO notif! !heir custnmrrs of il security hi~eiich). 

95 

w 

As EPIC srales h! w! o1r.uniplr. ,\uk.h norice \rill ..aIlt~\\ indi\ idiiiil\ to kihe iizlioii\ 111 avoid stalking 01 
100 

dnme\tk \'iolen<.r. . . . and iilvi i i l k ~ u  individu;ll\ IO puiniic ~p~i\ i i lr  t . l i i inl ,  ;t;;iinst lhr pi~erenrw or prnon emplii! ill; 
ilir Iiicte\tei." EPIC ( ' I  ol .  Conimrnl~ iit 15. 
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CPNl is disclosed pui-suant to the "except a s  required by law" exception contained i n  section 222(c)( 1 ). 
such disclosure does not trisger the cni-rirr's oblipation to notify a customer of any "un:iuthorized" access 
to CPNI.ln' W e  fuflhei- clai-ify that nolhing in today's 01-der is intended to mandate cuslomei- notice when 
providers of covered services ai-e permitted by law) lo disclose customers' personal information. such as to 
"protect the rights or propeny of the carrier. or to protect usei-s of those services and other caii-iers from 
fraudulent. abusive. or unlawful use of. or subscription to. such services..""' Further. we  d o  not intend to 
supersede any statute. regulation. order. or intei-pretation in any state. except to the extent that such 
statute. regulation. order. or interpretation is inconsistent with the provisions of this section. and then only 
to the extent of the inconsistency. 

32. Corilrrir of Crrsroriicr- N o r i w  W e  decline to specify the precise content of th notice that 
must he  provided to customers i n  the e\jent of a secui-ity breach of CPNI. The  notice req. Lment we 
adopt in this proceeding is general. and we recognize that numerous types of circumstances - including 
situations other than pretexting - could result in the unauthorized disclosure of a customer's CPNl to a 
third party. Thus. we  leave carriers the discirtion to tailor the language and method of notification to the 
c i r c ~ m s t a n c e s . ' ~ '  Finally. we expect carriers to cooperate fully in any Ian3 enforcement investigation of 
such unauthorized release of CPNl 01- attempted unauthoi-izrd access to an account consistent with 
statutory and Commission requirements. 

C. Addi t ional  Protection Measures 

33. Guurding Againsi Prrre.ning. W e  agree with commentel-s that techniques for fraud vary and 
tend to become more sophisticated over time. and that carriers need leeway to enpage emerping threats.'" 
We therefore clai-ify that carriers are free to holsler their security measures throuph additional measures to 
meet their section 222 obligations to protect the pi-ivacy of CPNI."' We also codify the existing statutory 
requirement contained in section 222 of the Act that carriers take reasonable measures to discover and 
protect against activity that is indicative of pretexling.lob As we  discuss below. adoption of the rules in 
this Order does not relieve carriers oftheii- fundamental duty to remain vigilant ill their protection of 
CPNI, nor does it necessarily insulate them from enforcement action for unauthorized disclosure of CPNI. 

34. Although we expect that carriers will use forms o f  self-monitoring to comply with this 
obligation, at this time we allow carriers 10 determine what specific measures will best enable them to 

lo' See DOJfDHS Comments at 14. In particular. a carrier is not required to notify the subject of a lawful 
investigation that law enforcement has sought or obtained access to the subject's telephone records. which could 
jeopardize the investigation. As the Department of Justice explains, Congress already has established a dructure for 
customer notification of law enforcement access to customer records for providers of certain services. and by our 
action today we do not disturb the balance Congress has struck on this issue for such providers. See id. at 15-16 
(citing I 8  U.S.C. $0 2701 et seq.). 

lo* 47 U.S.C. 5 222(d): see also I8 U.S.C. $ 2702. 

notice in a bill may not be read by the customer. See NASUCA Comments at 7-8. 

pretexters who become more knowledgeable with every call to a carrier's cuslomer service representatives). 

telephone even u'ith password protection. Srr.  r.g.. Letter from Brian F. Fonter. Vice President. Federal Relations. 
Cinsular Wireless LLC. to Marlene H. Dorich. Secreta]-j,. FCC. CC Docket No. 96- I 15 tliled Sepl. 29. ?(K)h): Lettei 
Srnm William F. h4aher. Jr.. Counsel fiv T-Mnhile LISA. Jnc.. lo Marlene H. Dorlch. Srcrelur!. ITC.  CC Docket 
No. 96- I I 5  81 1 (filed Dec. 3 .  20061. 

NASUCA urges carriers to provide individualized notice to customers in the event of a security breach because 

See. e.g.. CTlA Comments at 6 (explaining that carriers must respond to a constantly evolving threat from 

For example. several carriers already voluntarily refuse to divulge call detail information directly over the 

I03 
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e n u r e  co~nplinnce wiih (hi. I - ~ ~ u I I - ~ ~ ~ I ~ I . ~ " '  By codifying B general Irquil-etnrnl to take reasonable 
measul-es to discovel- and protect against activity that is indicative of pretexting. we permit carriers 10 
weigh the benefits and bui-dens of particular methods of possibly detectins pi-etextins. This approach will 
allow c3rriel-s to improve the security of CPNl in the most efficient manner possible:'"' and better enable 
small businesses lo comply with our rules. 

3s. We stress OUI- expectation that can-iei-s will take affirmative measures to discover and protect 

and remind carriers tha t  the Act imposes on them the duty of instituting effective iiieasures to 
against acli\,it)~ that is indicative of prelexting beyond what is requiird hy the Commission's current 

protect the privacy of CPNI."" Moreover, as discussed in the Enforcement Section, bfra,"' by requiring 
carriers to demonstrate that they have taken adequate measures to guard azainst pretexting. we give 
cmiers  adequate incentive to ui~covei- situations whei-e they have ireleased CPNl to a third party without 
authorization. We anticipate that a carrier that practices willful blindness with regard 10 pretexting would 
1101 be able to denionsti-ate that i t  has taken sufficient measures to guai-d against pretexting. Although, we 
do not adopt specific rules in this Order that fully encompass this affirmative duty, we seek comment in 
our Further Notice on whether the Commission should require carriers to utilize audit trails and comply 
with ceilain data retention requii-ements."' 

36. Nrnwrk Spcirrin. In response to EPIC'S encryption proposal. we make clear that carriers' 
existing statutoi-y obligations to pi-otect their customers' CPNl include a requirement that carriers take 
ireasonable steps. which may include encryption. to protect their CPNl databases from hackers and other 
unauthorized attempts by third parties to access CPNI."' Although several carriers repon that they have 
looked for. but not found. attempts by outsiders lo penetrate theii- CPNl databases d i rec~ly ,"~  commenters 
also report that pretexters' methods for gaining access to data evolve over time."5 As carriers take 
stronger measures to safeguard CPNl. data brokers may I-espond by escalating their techniques to access 
CPNI. such as through hacking. Therefore. although we decline at this time specifically to require 
carriers to encrypt their CPNl databases. we interpret seclion 222 as requiring carriers lo protect CPNl 
when it is stored in a carrier's databases."' 

~ 

See. e.g.. Missouri PSC Comments at 3 (pointing out that audit trails are useful when tracking and prosecuting 
entities that obtain CPNl dishonestly or inappropriately): NCTA Comments at 4 (arguing that while audit trails do 
not deter pretexting. they can help carriers identify and investigate security breaches after they have occurred). 

107 

Moreover. as numerous commenters observe. publishing criteria for identifying suspect calls or calling patterns 
or online attempts at access would aid pretexters more than it would enhance security. See, e&. CTlA Comments at 
3: T-Mobile Comments at 4: US Telecom Comments at 3-4 (arguing that overly-specific rules risk giving pretexters 
a "roadmap"). 

I W  This expectation is reasonable given that the problem of pretexting emerged notwithstanding the Commission's 
current rules. 

"'47 U.S.C. 5 222(c). 47 C.F.R. R 64.2009. 

' I 1  See infra Section IV.I. 

See Further Notice at paras. 69-70 

' I 3  See EPIC Petition at I I 
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D. Joint \~enture and Independent Contrador Use of' CJ'NI 

37. We modify oui- !rules to require teleconimunications carriers to obtain opt-in consent from a 
customer before disclosing that customel-'s CPNl to a carrier's joint venluie pnnner or independent 
contractor for the purpose of mal-keting communications-related services to that customer.'17 While we 
realize that this is a change in Commission policy. we find that new circumstances foi-ce us to reassess our 
existing regulations. As we have found preuiously. the Commission has a substantial interest in 
protecting customel- privacy."' Based on this and in light of new privacy concerns. we now find that an 
opt-in framev'ork for the shai-ing of CPNl with joint venlui-e partners and independent contractors foi- the 
purposes of markeling cominunica~ions-related services to a customer both directly advances our interest 
in  pi-otecting customer privacy and is narrowly tailoi-ed to achieve our goal of privacy protection. 
Specifically. an opt-in regime will more effectively limit the cii-culation of a customei-'s CPNl by 
maintaining it in a carrier's possession unless a customer provides informed consent for its release. 
Moreover. we find that an opt-in regime will provide necessary informed customer choice concerning 
these information sharing relationships with other companies. 

38. In  the Not icr .  the Commission sought comment on whether the existing opt-out regime is 
sufficiently pi-otective of the privacy of CPNl when CPNI is disclosed to telecommunicalions cai-riers' 
joint venture partners and independent contractors. and whether the Commission should instead adopt an 
opt-in policy for this type of CPNl sharing.'l' The cui-rent opt-out i-e:inie allows for caiTiers to share 
CPNl with joint venture panners and independent conti-actors for the purposes of marketins 
communications-related services after providing only a notice to a customer.12o The burden is then placed 
on the customer to opt-out of such sharin: ai-1-angements. If the customer does not respond. a carrier's 
sharing of customer information with these entities is allowed. 

39. We find that there is a substantial need lo limit the sharing of CPNl with others outside a 
customel-'s carrier to protect a customer's privacy. The black market for CPNI has grown exponentially 
with an increased market value placed on obtaining this data. and there is cowrere evidence that the 
dissemination of this private information does inflict specific and significant harm on individuals, 
including harassment and the use of the data to assume a customer's identity.'" The reality of this private 
information being disseminated is well-documented and has already resulted in irrevocable damage to 
customers.122 While there are safepards in our current rules for sharing CPNl with joint venture partners 

(...continued from previous page) 
experience increased attempts to obtain CPNl through hacking or similar measures. we would expect all carriers to 
revisit whether encryption of CPNI databases would satisfy their obligation to take reasonable steps to protecl CPNI 
databases from unauthorized third-party access. 

I" We do not believe that this minor change to our rules will have a major effect on carriers because many carriers 
already do not disclose CPNl to third parties. See. e.&. CTlA Comments at 12 (noting that most wireless carriers do 
not disclose CPNl to third parties or use it outside of a total service approach): US Cellular Reply at 2 (stating that it 
does not share CPNl other than in accordance with the total service approach). Additionally. we note that this opt-in 
regime does not in any way affect a carrier's permitted use of CPNI enumerated in section 222(d). 41 U.S.C. § 
2 2 2 ( d 1. 
' I s  See Thir-d Report arid 01-der-. 17 FCC Rcd at 14875-75. para. 33: see also. e.&. Joint Commenters Comments at 
16 (stating that they do not dispute that the Commission has a substantial interest in protecting privacy). 

SPP Notice. 2 1 FCC Rcd at 1788. para. I2  

Sw47 C.F.R. 5 64.1007lh)i I ): see dso. r .g . .  NASUCA Comments at 9 c a r p i n y  thul with an  opt-iiut policy 

I I9 

1x1 

"thei~e i s  no assurance thai a n )  implied consent w w l d  he trul! informed"). 

1709. IOYth Cmif. i 2d  Sess. 201161. 
Svr. v ~ . .  .o,/ini para. I7 and a~.r.,,mp;in!,irif ~(wI: 'Jrlephiine Re~virdh iind I'Iiw.! l'i<w<.li<m A r i  1112OIKx H . H .  I I I  

%.. <'.:<.. ,~up i ' , i  pi l l i l .  I?  and :li'~'ilnlpiin! ill? lii)lr> 
I:: 
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;rnd independent contraclot-s.": i ~ e  hrlieve that these sairguards d o  not adequately protect a customer's 
CPNI i l l  today's environmenl. Specifically. we find that once the CPNl is shaled with a joint veillure 
pal-tnel- 01- independent con t rac~o~- .  the can-ier n o  Ionpel- has coiit~-ol ovei- i t  and thus  the potential for loss 
of this data i s  heightened."' We find that a carrier's section 222 duty to protect CPNl extends to 
situations where a camier shares CPNl with i ts joint venture partners and independent conlractors. 
However. because a carrier i s  no longer in a position to personally protect the CPNl once it is shared - 
and section 222's duties may not extend to joint venture palmers or  independent contractoi-s themselves in 
a11 cases - we find that this shai-iiig of  data. while still pel-tiiitted. warrants a requirement of express prior 
customer authorization."' 

40. W e  agree with coiiimenlers that argue that the current opt-out notices allowing carriers to 
share information with .ioiiit Yenlure partners and independent contractors ai-e often vague and not 
comprehensible to an avei-age customel-."' Further. we find that many consumel- studies on opt-out 
I-egimes also reflect this consumel- confusion.'" We d o  not believe that simply modifying our existing 
opt-out notice requirements will alleviate these concerns because opt-out notices d o  not involve a 
customer actually authorizing the sharing of CPNl in the first instance. but rather leave it to the carrier to 
decide whethei- to share i t  after sending a notice to a cu\toiiiei-. which a custoniei- may 01- may not have 
iread."* While many customers accept and understand that carriers will share their information with 
affiliates and agents - as provided in our  existing opt-out rules - there i s  less customer willingness for 
theii- infoi-mation to he dial-ed withoul their expi-ess autho~-iration with othei-s outside the can-ier-customer 
r e l a~ ionsh ip . ' ?~  

41 .  W e  disagree ujith commenters that assert that an  opt-in approach will not serve to remedy the 
concei-ns raised in this pi-ocrrding."" The  Attorneys General note that since February 2005, security 
breaches have resulted in the pe rmia l  information of ovei- 54 million Amel-icans being compromised." ' 
With the growing intei-est in  obtaining customer CPNl and the resulting inci-ease in the number of security 
breaches. carriers must be more vigilant in protecting a customeifs CPNl from unauthorized disclosure."' 

47 C.F.R. $ 64.2007(b)(2). 

See. e.&. MoPSC Comments at 4 (asserting that there is a lack of control over third-party recipients of CPNI) 

12' see47 U.S.C. $222. 

'"See,. e.&. EPIC er a/ .  Comments at I :  MoPSC Comments at 5. 

by Harris Interactive. Inc.): MoPSC Comments at 5 (noting that during the state's rulemaking on CPNl protections. 
i t  found that the concept of opt-out was not understandable to the average consumer). 

See. e.g.. Attorneys General Comments at 6 (arguing that most customers are unlikely to read opt-out notices and 
therefore not know that they are giving affirmative consent to share their information): NASUCA Comments at 9 
(believing that customers might not read CPNl notices and thus they are unaware that they might need to take 
affirmative action to prevent the sharing of their personal information). 

See. e.&. EPIC era/. Comments at 9-10 (pointing to a series of studies finding that consumers support opt-in 
privacy policies generally): NASUCA Comments at 9 (arguing that opl-in approval better protects a customer's 
privacy and gives the customer more control over the sharing of their personal information): Privacy Rights 
Comments at 4 (arguing that only opl-in consent provides adequate privacy protection). 

Joint Commencers Comnienls a1 12: TWTC Comments at 16: Verizon Comments 31 22-26: Verizon Wireless 
Coinnienls at IO: DMA Reply ill 1-2. 

Fehruiir! 2005 resullin; i n  h e  l i ihs  111 infurmal ion to ill lriirl 54 millii>n Amerir.ans1. 

See Attorneys General Comments at 6 (noting studies surrounding Gramm-Leach-Bliley Act. including a study 
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See, e.&.  Alllel Comments a1 3.4: AT&T Comments at 17- 19: Cinylar Comments at 14: CTlA Comments at 12: I30 

Altorneys General Cnmnienls ai 1.9 inirting Ilia1 there ;ire w e i ~  I 5 2  niqjix srcurit! breaches repoi-ted since 

. ~ w  4'i U.S.C. .' 112: .m i r i t , ,  wpro  iicw 1 2  I 

l i l  



Federal Coiiiniunications Commission FCC 07-22 

I1 sraiids lo reason lhar plscing custoiners' pel-sonal data in !he hands of conipanic.5 outside the carrier- 
customer I-chiionship places cu\ioiners ai inci-eased risk. iioi only of inappropriate handling of the 
infoi-ination. hut also of innoceiii mishandlinf or loss of conti-ol oven- it.  Funher. we find thai an opl-in 
regime uiill clarify cari-iers' information sharing practices because i t  will foi-ce carriel-s to provide clear 
and comprehensible notices to their customers in order to gain their express authorization io engage in 
such activity. 

3 2 .  We also disagree with coin~neiitei-s that argue that the cul-rent opt-out appl-oach is sufficient. 
and that in the event of a breach. a can'ier can terminate its I-elationship with the joint ventui-e panner or 
independent contractoi-. 01- that the Commission can simply deal with the situation through an 
enforcement pi-oceeding."' We find that i n  tlie event of a hi-each of CPNl security. the damage is already 
inflicted upon tlie customer. We also find that the carrier cannot simply I-ectify the situation by 
terminating its agreement nor can the Commission completely alleviate a customer's concerns about the 
privacy invasion through an enforcement pro~eeding."~ 

43, This minor modification of our rules seeks to narrow the number of avenues available for an 
unauthorized disclosure of CPNl uflithout eliniina~ing a carrier's ability to sharc CPNl with its joint 
venture panners and independent contractors under certain circumstances. We disaxree that an opt-in 
regime's costs outweigh the benefits to customers.13s While we appreciate commeiiter concern that 
carriers may need to engage i n  hi-oader marketing campaigns for their sei-vices as a result of an opt-in 
regime. we believe that this cost is outweighed by the carriers' duty to protect their customers' private 
information. and more importantly. customers' interest in maintaining control over their private 
information.'3b Thus. we believe that an opt-in resime is the least restrictive means to ensui-e that a 
customer has control ovei- its private information and is not subjected to permanent harm as a resuh of a 
carriei-'s disclosure of CPNl to one of its joint venture partners or independent contractors.lii 

44. We disagree with commenters who assen that an opt-in regime for disclosures to joint 
venture panners and independent contractors fails the Crnrral Hirdsoii test'" for the regulation of 
commercial ~peech . "~  We recognize that more than seven years ago, in U.S. West, Inc. V. FCC, the 
United States Coun of Appeals for the Tenth Circuit held that the Commission had failed, based on the 
record in that proceeding, to satisfy its burden of showing that an opt-in rule passed the Central Hudson 
test.Ja That decision, however, was based on a different record than the one compiled here and, in 

See. e.&. Cingular Comments at 14: COMPTEL Comments at 4. 

We note that while our enforcement actions may act as a deterrent to a carrier's unauthorized use of CPNI. they 
cannot undo the harm to a customer after a breach. 

I3'See. e.g.. BellSouth Comments at 26-27. 

13' Compare Verizon Comments at 26 wifh 41 U.S.C. 5 222. 

We note that this minor modification to our rules does not affect the opt-out regime for intra-company use o f  
CPNl beyond the total service approach. or the disclosure of CPNl to a carrier's agents or affiliates that provide 
communications-related services. 
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Ceiirr-a/ Hudson. 447 U.S. at 564-65. The Ceiifrol Hudson lest provides that if the commercial speech concerns '38 

lawful activity and is not misleading. the government may restrict the speech only 
inlerest in regulating the speech. (2)  the regulation direclly and materially advances that interest. and ( 3 )  the 
regulation is no more extensive than  necessary to serve the interest." Cemi-a/ Hwdsor~. 441 U.S. at 564-65. 

Veriz<,n Commenis at ? 3 - 2 5 :  Veriron \d'ireIe>s Conmenis ill I I- I ? :  BellSouth Rrpl! ill .%9: Chartei~ Reply :I! 3- 14: 
Veriznii Ilepl! 31 ?-S. 

t ( 1 )  "has a substantial state 

Src. r . 2 . .  BellSouth Cornmenis 81 27: Joint Coninienlers Comments at 14- 16: TWTC Ci~mments ill 16- 17: I10  

l'.>'. I \ c . v I ,  /,IC. b.. FC(. 1x2 I-..?d 1221 I IIMiCii. I t J W  ,-I,' 
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particular. 011 two premises lhal ai-e no longer \#did. Fist .  the Tenth Circuit concluded that there was no 
rvidence shou.ing hai-m to pi-iv:icy interests from unauthorized disclosure of CPNI. “While protecting 
apins l  disclosure of sensitive and potentially embarrassinp personal information may be imporLxit in the 
sbstrac!. we have no indicalion of how it  may occur in reality wilh respect to CPNI. Indeed. we do not 
even have indication that the disclosui-e might actually occut- ...Iii The record in this proceeding, by 
contrast. is replete with specific examples of unauthoi-ized disclosure of CPNl and the adverse effects of 
such disclosures on customers.’4’ Indeed. in the Telephone Records and Privacy Protection Act of 2006. 
Congress recently found that unauthorized disclosure of telephone irecords is a problem that “not only 
assaults individual pi-ivacv but. i n  some instances. may funher acts of domestic violence or stalking. 
compromise the personal safety of l a w  enfoi-cement officers. theii- families. victims of crime. witnesses. or 
confidential infoi-mants. and undei-mine the integrity of la\* enforcement i nves~ i~a t ions . “~~’  Second. the 
Tenth Circuit in U.S. WKYJ concluded that the record “dlid] 1101 adequately show that an opt-out strategy 
would not sufficiently protect customer privacy.”’44 In this proceeding. however, substantial evidence 
shows that the current opt-out rules do not adequately protect customer privacy because most customers 
either do not read 01- do not understand carriers‘ opt-out 
of Attorneys General cites to “studies [that] serve as confirmation of what common sense tells us: that in 
this harried country of niultitaskers. most consumers are unlikely 10  read extra notices that arrived in 
today‘s or last week‘s mail and thus. will not understand that failure to act will he treated as an 
affirmalive consent to share his or her i n f~ rma t ion . “ ’~~  

For example, the National Association 

45. We find. based on the record in this proceeding. that requiring carriers to obtain opt-in 
consent from customeis before sharing CPNI with join1 venrure partners and independent contractors for 
marketing purposes satisfies the C P I ~ J ~ O /  Hirdsort test. Specifically. wc find that: ( 1 )  unauthorized 
disclosure of CPNl is a serious and growing problem: ( 2 )  the government has a substantial interest in 
preventing unauthorized disclosure of CPNl because such disclosui-e can have significant adverse 
consequences for pi-ivacy and safety:I4’ (3)  the more independent entities that possess CPNI. the greater 
the danger of unauthorized disclosui-e: (4) an opt-in regime directly and materially advances privacy and 
safety interests by giving customers direct conti-ol over the distribution of their private information 
outside the carrier-customer relationship; and ( 5 )  an opt-in regime is not more extensive than necessary to 
protect privacy and safety interests because opt-out rules, the alternative cited by the Tenth Circuit in U.S. 
Wesf, Ine. v. FCC, do not adequately secure customers’ consent for carriers IO share CPNl with 
unaffiliated entities. In short, given the undisputed evidence demonstrating that unauthorized disclosures 
of CPNl constitute a serious and prevalent problem in the United States today, we believe that carriers 
should be required to obtain a customer’s explicit consent before sending such sensitive information 
outside of the company for marketing purposes. In light of the serious damage that unauthorized CPNl 
disclosures can cause, it is imponant that individual consumers determine if they want to bear the 
increased risk associated with sharing CPNl with independent contractors and joint venture partners, and 
the only way to ensure that a consumer is willingly bearing that risk is to require opt-in consent. In this 
vein, we note that most United States privacy laws, such as the Family Educational Rights and Privacy 
Act, Cable Communications Policy Act, Electronic Communications Privacy Act, Video Privacy 

I4 I  Id. at 1237. 

See supra para. 10 and accompanying notes: see also. e.&. Atlorneys General Comments at 1-4: NASUCA Reply 

Telephone Records and Privacy Protection Act of 2006. Pub. L. No. 109-476. I20 Stat. 3568. S 2 ( 5 )  (2007) 

U.S. Wesf. lric. I,. FCC. 182 F.?d at 1239 
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Pi-oteciion Act. Driver's Prii'acy Proieciion Aci. and Children's Online Privacy Protection Act. d o  not 
employ an opt-out approach hut rather require an individual's explicit consent before private infoi-mation 
is disclosed or employed for secondary pui-poses.14s 

46. W e  disagi-ee with commenlers who contend that requiring carriers to obtain opt-in consent 
from customers before sharing CPNl is unnecessary because. they claim. there is no evidence that data 
hi-okers have obtained CPNl from carriers' joint venture panners and independent contractors. 14' While 
i t  is ti-ue lhat the I-ecoi-d does not include specific examples of unauthorized d ix losu re  of CPNI  by a Joint 
ventui-e panner oi- independent contractor. that does not mean unauthorized disclosure has not occumed or 
will not occur in the future. W e  see no 1-eason why joint venture partners and independent contractors 
u;ould be immune fl-om this widehpi-end problem. While carriers ai-gue that pretexters do not focus their 
ef fons  on independent contractors and joint venture partners. we disagree with commenters who sug:. :st 
that the governmental interests at slake in this proceeding are  limited to the prevention of pretexting.'50 
The  rules we are adopting are designed to cunail  all forms of unauthorized disclosure of CPNI. not just 
pretexting. Unauthorized disclosure of CPNl  by any method invades the privacy o f  unsuspecting 
consumers and increases the risk of identity theft. harassment. stalkiiig; and other threats to personal 
safety.'5' In this proceeding. com~i~ei i te~-s  have identified 31 least two other conimon foi-ms o f  
unauthorized disclosure of CPNI: computer intrusion and disclosure by insiders.is' Indeed. evidence in 
the recot-d sugsests that 50-709 of cases of identit!, theft arise from wrongful conduct by insiders.Is3 The  
record further dernonstra~es (hat inforination security breaches are on the rise in this country. and it is 
axiomatic that the more companies that have access to CPNI. the greater the risk of unauthorized 
disclosure through disclosure by insiders or  computer i n t r ~ s i o n . ' ~ ~  Thus. by  sharing CPNl with joint  
centure panners and in depend en^ coniI-acIors. i l  is clear lhat carriers inci-ease [lie odds  of wron:ful 
disclosure of this sensitive information. and before the chances of unauthorized disclosui-e are increased. a 
customer's explicit consent should be I-equired. In  any event. leturning to the issue of pretexting. we also 
reject the ai-gumen! that pretexters d o  not attempt to obtain CPNl  from independent contractors and joint 

Id' EPIC era / .  Comments at 9. Moreover. Verizon contends that consumers have found "the mechanics of the opt-in 
regime . . . confusing" and have been reluctant to use opt-in. that is based on its experiences following the 
Commission's 2001 Clarificarion Order. See Verizon Jan. 29 Ex Parre Letter. Verses Decl. at para. 16. We note. 
however. that in the intervening years the use of opt-in approval methods appear to have become increasingly 
common. such as in the mobile wireless conlext. and thus we do not find Verizon's past experiences persuasive. 
See, e.g.. The Mabile Reidurion Will Be Adverfised. Wireless Business Forecast. 2006 WLNR 491 1016 (Mar. 23. 
2006) (discussing the use of opt-in approval processes in mobile wireless marketing): Betsy Spelhmann. Nexf-Tech.. 
Promo, 2005 WLNR IO551271 (July 1.2005) (discussing the use of an opt-in approval process by Verizon 
Wireless). 

See Verizon Jan. 29.2007 Ex Parre Letter at 3: Lerter from William Maher. Ir.. Counsel for T-Mobile USA. Inc. 
to Marlene Dortch. Secretary. FCC. CC Docket No. 96-1 15 at 3 (filed Jan. 25,2007) (T-Mobile Jan. 25 Ex Parre 
Letter): Letter from Kathryn Marie Krause. Qwest. to Marlene Dortch, Secretary. FCC. CC Docket No. 96-1 15 at 3 
(filed Jan. 18.2007) (Qwest Jan. 18. 2007 Ex Parre Letter). 

lsoSee Verizon Jan. 29.2007 Ex Parre Letter at 20-22: Letter from Kent Nakamura. Vice President and Chief 
Privacy Officer. Sprint Nextel. to Marlene Dortch. Secretary. FCC. CC Docket No. 96-1 15 at I (filed Jan. 26.2007) 
Sprint Nextel Jan. 26.2007 Ex Parte Letter): Letter from James Jenkins. Vice President. United States Cellular 
Corp.. to Marlene Dortch. Secretary. FCC. CC Docket No. 96-1 15 at I (filed Feb. 5.2007): T-Mobile Jan. 25.2007 
E.x P a m  Letter at 3: Qwest Jan. 18. 2007 Ei Porte Lerter at 3: Lerter from Anisa Latit. AT&T. to Marlene Dortch. 
Secretary. FCC. CC Docket No. 96-1 15 at I (filed Jan. 17. 2007). 
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